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1. OBO3HAYEHUA U COKPALLEHUSA

B HactoslweM OOKYMEeHTe TMNPUMEHSAT Cheayllmne COKpalleHus wn
0603Ha4YeHus:

CokpaujeHue 3HauyeHue

B Bbaza paHHbIX

BM BupTtyanbHasa MawwmnHa

0]® OnepaunoHHasg cucteMa

no MporpamMmMHoe obecrnevyeHune

CybAa Cucrtema ynpasneHus 6aszamMmun AaHHbIX

ADP Cuctema ynpasneHus 6a3amm pJaHHbix Arenadata Prosperity
Advanced 3.1

HA-cluster High Availability (BbicokoAOCTYMHbLIN) KNnacTep
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2. BBEAEHUE

Cuctema ynpasneHus 6azamum aaHHbiX Arenadata Prosperity Advanced 3.1
(nanee - ADP) - nporpamMHoe obecneyeHune knacca CYB[l Ha 6a3e 06beKTHO-
pensUMOHHON CUCTEMbI ynpaBiieHns 6a3aMn AaHHbIX C OTKPbITbIM KOAOM PostgreSQL
Bepcun 16.4, OpUEeHTUPOBAHHOE HA WCMNOJIb30BaHWE B peLeHUsIX U cucrtemax c
6onbWMM KONMYeCcTBOM nogkntoyeHnn Kk CYB[ v oaAHOBpEMEHHO npeabsBASOLWMX
TpeboBaHMSA K BbICOKOW AOCTYMHOCTU, OTKA30YCTOMUYMBOCTU U U3OLITOYHOCTU AAHHbIX
(B TOM u4ucne NocpeacTBOM CO34AHUS TMOJIHbIX U MHKPEMEHTallbHbIX pe3epBHbIX
Konumn).

ADP nogaepxusaetca PEQ OC Bepcun 7.3.4 n Bepcun 8, Astra
Linux Bepcuun 1.7.5-16 (penu3 Astra Linux 1.7.5 UU1) n Debian 11.

PekoMeHAyeMbIMU KOHMUrypaunsmu, nogaepxmsaemoimm ADP n nmerowmmm B
CocCTaBe [0 Tpex Y3708, ABMAAKTCA cneayrwme:

= Tpexy3nosok HA-cluster (Ha 6a3e MO Patroni);

= aByxy3noson HA-cluster (Ha 6a3e MO Patroni) ¢ AONOAHUTENbHbLIM
y3710M, obecneudmBaloWMM OTKasoycTtonumeyto paboty apbutpa (CYbBA
pa3sMellaeTcs Ha ABYX Yy3NnaxX, HO (aKTU4YeCKu Knactep no-npexHemy
Tpexy3noBon, TpeboBaHMsA K TpeTbeMy Y31y (apbutpy) — MUHUMANbHbI);

* [OBYXYy3/0Basi KOHduUrypaumsi mactep-pensiMka C aBTOMaTUYECKUM
nepektyYeHneM - OTKa30ycTonMumBass KOHdUrypaumss C  psaaom
OrpaHUYeHni;

= oaHoy3noBas kKoHdurypaumsa (6e3 kakon-nmbo knacrepusaumm BHYTpU
AAHHOro y3na).

ADP ucnonb3yet cnegytouwee O (nocrtaBnsiemMoe B cocTtaBe AUCTpubyTuBa
ADP) ans obecneyeHuns KnacTtepHowm KOHpurypaumm " MoBbIWEHUSA
NpoOM3BOAUTENbHOCTMU:

= Patroni, HAProxy, etcd - ana opranmnsauunu pa6otsl knactepa CYB/;

= Odyssey - B KayecTBe BbICOKOMNPOU3BOAUTENBHOIO nynepa
COoeVHEHUN.

HacTtodwmin [OKYMEHT COAEepXWUT OnucaHme noAroTOBKM onpeaeneHHOn
KOH(Urypaumm oKpyxXeHus ans uHctannsumm ADP, onucaHue HaCTpoOWKW cpenbl
dOYHKLUMOHMPOBAHUSA U AENCTBUI NO MHCTannauum ADP.

BHuMaHue! lMepea BbINOSHeHMEM paboT MO MHCTaANNAUMKM AN NOJAYyYeHus
6bonee noapobHOM WHGOPMAUMM O peKoMeHAYEMbIX KOHMUrypaumax c uUenbto
BblbOpa M YTOYHEHMSA YyCTaHaBianBaemMon KoHdurypaumu CYB[ (pacnpepeneHHas
WA  O0AHOYy3/10BasA, KOMMYEeCTBO Yy3/I0B W TUM  CUHXPOHWU3AUMM  AAHHbIX)
AaomunHuctpatopy CYBZ  ADP  HeobxoaMMo  03HAaKOMUTbCS € OnucaHueMm
cbyHKUMOHaANbHbIX XapakTepucTuk Arenadata Prosperity.
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3. COCTAB KOMIMOHEHTOB ADP,
NAAHUPOBAHUE MHCTANNAUUN

KntoueBon ocobeHHocTbio ADP aBnseTca Hannume BblAENEHHbIX KOMMOHEHTOB:
*  BblAE/IEHHOro y3n1a ynpaBneHus ¢ rpadpuyecknM nHtepdemncom;

*  BblAESIEHHOr0 y3/1a MOHUTOPUHIA;
* BblaesieHHoro y3na(-oB) ang 3anycka DBaaS CYB/] (DBaaS-toHUTOB).

EanHbIN MOAyNb ynpaBlieHus, peanu3oBaHHbIA B Buae rpaduveckoro seb-
nHTepdenca, obecneumBaeT BbINOAHEHMNE CneayoWwmnx QyHKUNNA:
* ynpaBJieHWe cpedaMn pasBepTbiBaHUSA, B TepMuHonornm ADP - npoektamu.

Cpenamun pasBepTbiBaHUsS MOryT 6bITb cpeabl «lpoa», «lMpeallpoa», «TecT», «[leB».
Ha3BaHMe 1 KONIMYeCcTBO Cpej He orpaHuU4YMBaeTCs;

= yCT@HOBKA W ynpasfieHWe HuTamMn u DBaaS-toHUTaMu, MNpocMoTp
COCTOSIHUA toHUTa (B TepMuHonorunm ADP oHUT - 3TO oTaenbHas uHctannsaums ADP
nobon KoHpurypaumm (KnactepHom UM He KiacTepHomn));

= yrpasfieHMe  pa3BepTbiBaHUEM DBaaS-xoctoB  Ang  panbHenwero
pa3BepTbiBaHUSA Ha HUX DBaaS-toHUTOB;

* ynpasneHue B/l 1oHUTa;

=  perucTtpauuvs n ynpasneHue nonb3oBatensmu toHuta (CYBA);

* ynpasneHue knacrepamun CYB/;

* HaAcTpoMKa MNapaMeTpoB pe3epBHOr0 KOMMPOBaAHMSA UM 3anyck npolecca
pe3epBHOro KONMpoOBaHUS;

*  pacwmpeHHbI MOoHUTOpUHI CYB/;

= ayaut CYB[;

* ynpaBneHue rnobanbHbIMKU paclNpPEHUSIMHA.

MepBuyHaa wuHcTannauma ADP (y3na ynpaBneHuss U y3na MOHWUTOPUHra)
OCYyLLeCTBASETCA MNOCPeACTBOM BbIMOJIHEHMS COOTBETCTBYOLLEN KOMaHAbl B KOHCO/N
Linux, BbI3biBatowen Habop ckpuntoB n nnenbykos Ansible. Pa3BepTbiBaHue y3na
DBaaS Host (ana DBaaS-toHUTOB) BbINOJHAETCS YXe U3 uHTepdenca y3sna
ynpasneHus. JanbHenwas nHctannauma nHctadHcos CYbA (toHuToB, DBaaS-toHMTOB)
ADP BbINONHSAETCA NyTeM Bbi30Ba MacTepa YCTaHOBKW B Beb-uMHTepderce eanHoro
MOAYNS ynpaBneHus.
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Mpu yctaHoeke CYB[ ADP obbeanHeHwe y3n0B ynpaBfieHUS M MOHUTOPUHIa
He pekoMeHayeMo, a obbeauHeHume y3noB ¢ DBaaS Host - He pgonyctumo, T.K.
pasMelweHne [aHHbIX KOMMOHEHTOB Ha OAHOM Yy3/ie yBe/iMdMBaeT pPUCK OTKasa
CUCTEeMbIl B C/lly4ae HeAOCTYMNMHOCTU OAHOrO M3 Y3/10B U MOXET NMPUBECTU K CHUXEHUIO
NpoM3BOAMUTENIBHOCTM CUCTEMbl B UenoM. YctaHoBky ADP HeobxoanMmo Bcerpa
BbIMOSIHATE Ha BblAENEHHble Y3/bl: BblAENEHHbIM Yy3en ANns 3ajadvy ynpas/ieHUn,
BblAENEHHbIM y3en ANna 3a4ad MOHWTOPUHIa, OAMH WAWM HEeCKOSIbKO BblAeNeHHbIX
y3/10B Ana 3apad 3anycka DBaaS-toHMTOB. B AEMOHCTpauMOHHbLIX Lenax ponauv
ynpaBneHus N MOHUTOPUHIra MoryT 6biTb 06beaMHEHbI HA O4HOM Yy3ne.

BolgeneHve v noaroTtoBka [AOMOJSIHUTESbHLIX Y3/10B HENOCpeACTBEHHO Mo
MHCTaHCbl  (toHWUTbI) ADP, pa3BopaumBaemble wn3 Beb-uHTepdenca moayns
ynpasnenusa ADP, BbINonHsAeTCa oTaenbHo. TpeboBaHMs K MOAFOTOBKE Y3/0B,
BblAeNnsieMblXx Mo pa3BepTbiBaHWe WHCTaHcoB (toHuMTOB) ADP, npuBeaeHbl
B PykoBoacTBe agMUHUCTpaTopa.

4. YCTAHOBKA ASTRA LINUX BEPCUM
1.7.5-16

HeobxoamMmMo pa3BepHyTb BMPTyanbHY MawunHy Ha OC Astra Linux 1.7.5-16
(>xenaTtenbHO He wucnonb3oBaTb 1.7.5-9 c¢ obHoBneHmem po 1.7.5-16), kKoTopas
6yaeT ncnonb3oBaTbCs B Ka4eCcTBe cepBepa pa3BepTbiBaHMUS.

OC ponxHa bbITb ycTaHoBNeHa 6e3 rpadunyeckoro nHtepdenca mn c
MUHUMaNbHbIM HabopoM NporpaMMHOro obecneveHus:
1) B kauectBe ycraHaBnuBaemoro O BbibpaTb: «KOHCONbHbIE YTUNUTbI»
n «Cpeactea yganeHHoro nogakatoveHms SSH».

-
ASTRA LINUX e Has

Bubop nporpamMmHoro obecneyeHus

B AaHHbIA MOMEHT yCTaHOBNEHa TONbKO OCHOBa cucTeMsl cxoas u3 Bawux noTpebHocTeil, MoxeTe BuibpaTe opguH W Gonee U3 roToBeix HabopoB NMporpaMMHoOro
obecneyenus.

Buifepute ycT. nporp obecneyexue:

[J rpaguueckuit uxteppeiic Fly

[[] Cpepctea paboTsl ¢ WHTepHeT

[} OpucHbie npunoxeHus

[[] Cpepctea paboTsl ¢ rpadukoi

[[] Cpepctea MynbTuMepua

[[] CpepcTea BupTyanusauuu

[J vrpw

[¥] KoHconbHble yTUAUTHI

[} CpencTea ¢unbTpauuu CeTeBbix NakeTos Ufw

[} PacumperHble cpefcTBa AnA paboTel C CEHCOPHLIM 3KPaHOM

Cpepctea ypaneHHoro nopgxknwyeHusa SSH
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2) BbibpaTtb 6@30BbI YpOBEHb 3aLMLLEHHOCTH.

- - »
ASTRA LINUX e

fononHuTenbHele HacTpoiku OC

BsibepuTe ypoBeHs 33WMMEHHOCTH B 33BUCHMOCTH OT MPHOBPETEHHON NUUEH3MN:

MakCcUManbHblii ypoBeHb 3aWMILEHHOCTH “CMoneHck™

YCUneHHsIA yp [T " "Bop "

Ba30Bbif ypoBeHb 3auuMueHHocTH “Open”

3) Tak KaK yCTaHOBKa AOMOJSIHUTENbHbLIX HacTpoek OC He npeaycMOTpeHa,
OYNCTUTb BCe nons Bbibopa B OkHe «[onosiHUTEeNbHblIe HAacTponku OC».

- - A
ASTRA LINUX e As

fononHuTenbHele HacTpoiiku 0C

Bbl MOXeTe HacTpouTb napaMeTpel 6esonacHocTn OC B 3aBMCUMOCTM OT BhibpaHHOro pexuMa paboTbl, OTKNKYUTL aBTOMaTUYECKYKW HACTPOIKY CETH W HAcTPOUTb
CUCTEMHbIE Yachbl

[fononHutensHele HacTposiku OC

M 3anpet BbBOAA Me arpysuuka

[] 3anpet TpaccupoBku ptrace

[] 3anpoc napons gns komawgsl sudo

[} 3anpet ycTaHoBku 6UTa MCNONHEHUS

[} 3anpeT McnonHeHus CKpUNTOB Nonb3oBaTens
[} 3anpeT McnonHeHus Makpocos Nonb3oBaTens
[[] 3anpet koHconu

[[] CucTemusle orpanuuenus ulimits

[] 3anpet asToHacTpoiiku ceTu

[[] MecTHoe BpeMA ONA CUCTEMHbIX 4YacoB
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5. YCTAHOBKA DEBIAN BEPCMM 11

HeobxoamMmo pa3BepHyTb BMpPTyanbHyto MawwnHy Ha OC Debian 11, koTopas
6yaeT ncnonb3oBaTbCs B Ka4eCTBe cepBepa pa3BepTbiBaHMUS.

OC pomxHa ©6bITb YycTaHoBneHa 6e3 rpaduyeckoro wHTepdenca u cC
MUHMMaNbHbIM HABGOPOM NpOrpaMMHOro obecrneyeHus:

1) BBectn ayTeHTUdUKALMOHHbIE AaHHblE MNOSb30BaTENS,
3anuncblo KOTOPOro 6yaeT BbIMONHATLCS YCTaHOBKaA:

© debian 11 3

Set up users and passwords

noa ydyeTHoOM

Select a username for the new account. Your first name is a reasnnable choice. The username should start
with a lower-case letter, which can be followed by any combination of b

s and more lower-case letters.
Username for your account:

ec2-used

]

©' debian 11 3

Set up users and passwords

A user account will be created for you to use instead of the root account for non-administrative activities.

Please enter the real name of this user. This information will be used for instance as default origin for emails
sent by this user as well as any program which displays or uses the user's real name. Your full name is a
reasonable choice.

Full name for the new user:

[ec2-user

J

©' debian 11 i

Set up users and passwords

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

Choose a password for the new user:
(

Show Password in Clear

Please enter the same user password again to verify you have typed it correctly.
Re-enter password to verify:

| screenshot | ]

Show Password in Clear

Screenshot

Go Back Continue
.

2) BbibpaTb ycTtaHoBky OC 6e3 rpaduyeckoro wuHTepdenca u co
CTaHAapTHbIM HabopoM yCTaHaBIMBAEMbIX YTUINUT:
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©) debian 11

Software selection

At the moment, only the core of the system is installed. To tune the system to your needs, you can choose to
install one or more of the following predefined collections of software.

Choose software to install:

[] Debian desktop environment
.. GNOME

.. Xfce

.. GNOME Flashback

.. KDE Plasma

.. Cinnamon

.. MATE

.. LXDE

.. LXQt

[] web server

SSH server

standard system utilities

O0000000

| Screenshot | Continue
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6. HACTPOUKA CPEAbI
®YHKLIMOHUPOBAHUSA CYB ADP

6.1. NepeyeHb AE€NCTBUU NO NOAroToBKE
ceTeBoOM MH(PPACTPYKTYpPbl U AOCTYNOB

BHumaHue! ADP He ponkHa yctaHaBnmBaTbcs Ha OC C yXe yCTaHOBJIEHHOM
CYB[, PostgreSQL wvnm wHbIMM  npuknagHbiMM UM MHAPACTPYKTYPHbIMU
KOMMOHEHTaMMN, yCTaHaB/INBAaEMbIMU OTAENbHO U HE BXOASLWMMM B MakeT YCTaHOBKMU
OC.

1) Co3paTb nonb3oBaTens, no4 YYEeTHOW 3anucbid KoToporo b6yaer
BbINONHATLCA YyCTaHoBka ADP. YcrtaHoBka ADP po/mKHa BbINOJHATHCS
noa Yy4YeTHOM 3anucblo  NoNAb3oBaTens, KoTopbln pobaBneH B
rpynny sudo ¢ BO3MOXHOCTbIO BbINOMHEHUA KOMaHA noa root, Ho He
peKOMeHAYyeTCsl MCNosb30BaTb NoAb3oBaTesns root B sBHOM BUAE.

BHuMaHue! OnucaHme co3gaHMs HOBOro nosib3oBaTtenss nNpuBedeHO B
AOKyMeHTauun «OCHOBbI aAMUHUCTPUPOBAHNS Astra Linux/YnpaBsneHnune
nonb3oBaTtensaMu/JobaBneHune HOBOIO rnoJib3oBartend B Linux»
(education.astralinux.ru/). OnucaHue pobaBneHnss CO34aHHOrO Mosib3oBaTens B
rpynny/rpynnbl NpuBeaeHO B AOKyMeHTauunm «OCHOBbl agMUHUCTpUpoBaHua Astra
Linux/YnpasneHne nonb3oBatensamu/dobaBneHme nonb3oBaTtenss B HECKOSIbKO
rpynn» (education.astralinux.ru/).

2) Ona OC Debian Linux sapaHee yctaHoBuTb nakeTt sudo, KoTopblin Mo
YMOJSTYAHUIO He yCTaHaBnmeaeTcs npu yctaHoske OC.

3) HactpouTb BMAMMOCTb BceXx cepBepoB ADP Mexay cobon kak no
KOPOTKUM MMeHaM, Tak 1 B cooTBeTcTBuu ¢ FQDN.

4) 3akoMMeHTUpoBaTh ipv6-3anuck o localhost B hosts.

5) HactpouTb wTaTHbie peno3utopun naketoB B OC B COOTBETCTBUU C
pekoMeHaaumsamMu rMnocTaBLUMKa 0]® (06blyHO [OCTaTO4YHO
pacKOMMEHTUPOBaTb MMElWMecs peno3nTopum B danne C nepeyHem
noAKAtYaeMbIX perno3nTopues).

6) HactpouTb poctyn B ceTb WHTepHeT (TONbKO ANs cepBepa C pPoOSbio
CI/CD cuctembl, C KOTOpPOro 6yaeT BbIMOMHATLCSA yCTaHOBKaA). B cnyyae
OTCYTCTBMSA pJocTyna B ceTb WHTepHeT wuAM  HEBO3MOXHOCTU
npeaocTaBNeHnss Takoro AoCTyna TakXe BO3MoXeH BapuaHT offline-
ycTtaHoBku ADP.
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7) Ona Bcex cepBepoB ADP yCTaHOBUTb W  HACTpOUTb  Ciyxby
CUHXPOHM3aUUN BpPeEMEHU (Hanpumep, chrony). YCTaHOBUTbL
CUHXPOHM3ALMUIO no BHYTpPEHHEMY NCTOYHUKY BpeMeHMU
(NpeanoyYTUTENbHbIN BapuvaHT) WAM NO BHELWHEMY MCTOYHWUKY BPEMEHMU
(6e3 cnyxbbl CMHXpPOHM3ALUNM BpeEMEHU ycCrnelwHasa paboTa knacrepa He
rapaHTMpoBaHa). [locne HacTpoWkn cnyx6bbl BpeMeHW MpoBepuUTb
KOpPPEKTHOCTb ee (YHKUMOHMPOBAHUS M CUHXPOHHOCTb BPEMEHU Ha
6yaywmx ysnax knacrepa ADP.

6.2. KoH¢purypauumna /etc/hosts

BHuMaHue! [daHHbIN noapasgen HeobxoaAuMMO NponyCTUTb B Cliyyae
ncnosibzosaHusa DNS ansa paspelieHns MMeH.

Ha kaxaoMm cepBepe HeobxoauMo cKoHdurypuposaTk dain /etc/hosts B
COOTBETCTBMU C UCNONb3yeMbIMM MMEHAMU U aapecaMn CepBepoOB, KaK MOKasaHo B
npuMmepax Huxe.

B npuMepax npuBeneHbl cneayrolwme nMeHa XoCToB:

= proxima-install - BpeMeHHbIM cepBep Aans ycrtaHoBku CYB ADP
(cepBep c ponbto CI/CD cucrtemsl);

= proxima-standalone - ocHoBHOW Yy3en CYbA ADP B oaHOy310BOM
KOHpurypaumm;

= proxima-arb - Tpetuin y3en knactepa CYb ADP 6e3 CYB/[ c ponbio
AONONHUTENBHOIo apbuTpa;

= proxima-dbl, proxima-db2, proxima-db3 - y3nbl knactepa CYb/J ADP.

Mpumep 1. Mpumep coaepxunmoro damna /etc/hosts B cnyyae TpexysnoBon
KoHpurypaumm knactepa ADP

127.0.0.1 localhost localhost.localdomain
10.250.50.9 proxima-install

10.250.50.6 proxima-db1l

10.250.50.7 proxima-db2

10.250.50.8 proxima-db3

Mpumep 2. lMpumep coaepxumoro danna /etc/hosts B cnydyae AByXy3/10BOM
KOHUrypauumn knacrtepa ¢ apbutpom ADP

127.0.0.1 localhost localhost.localdomain
10.250.50.9 proxima-install

10.250.50.6 proxima-db1l

10.250.50.7 proxima-db2

10.250.50.8 proxima-arb

Mpumep 3. lMpumep coaepxumoro danna /etc/hosts B cnydyae AByXy3/710BOM
KoHpurypaumm knactepa ADP

127.0.0.1 localhost localhost.localdomain
10.250.50.9 proxima-install

10.250.50.6 proxima-db1l

10.250.50.7 proxima-db2
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Mpumep 4. Mpumep coaepxumoro danna /etc/hosts B cnyyae oaHoy3noBomn
KoHpurypaumm ADP

127.0.0.1 localhost localhost.localdomain
10.250.50.9 proxima-install
10.250.50.9 proxima-standalone

Ona oaHOy3no0BOW KOHdUrypaumm, ecnm Het noTpebHOCTUM B pa3BepTbiBaHUMU
WHbIX (AONOMHUTENbHbLIX) WHCTannsauun ADP, ponyckaetcs coBMelwaTb ponau
CepBepoB: cepBepa, C KOTOPOro BbIMOSHAETCA MWHCTaANNAUMA, M cepBepa, Ha
KOTOPbIN BbIMOSHAETCA UHCTANNALNS.

B 3TOM cnyyae MOXHO MCNoOsb30BaTb TOJIbKO OAHO CETeBOEe WUMS, Hanpumep,
proxima-standalone, kak B npuMepe Huxe.

Mpumep 5. Tllpumep coaepxumoro danna /etc/hosts B oaHOy3noBon
KoHpurypaumm ADP, ecnn yCcTaHOBKa OAHOY3/10BOM KOHMUIypaLMn OCyLLeCTBASeTCS
HenocpeACTBEHHO Ha cepBep, C KOTOPOro BbIMNOSIHAETCS MHCTanNsaums

127.0.0.1 localhost localhost.localdomain
10.250.50.5 proxima-standalone

6.3. flocTtyn no ssh

MporpamMMHbIM  KOA4 aBToMaTusauum yctaHoBkun ADP cam obecneuuBaetr
KonupoBaHue ssh-knw4yen Ha cepBepbl, Ha KoTopble 6yaeT BbINOAHATLCS
nHctannaumnsa ADP.

Mepen 3anycKkoM npouecca YyCTaHOBKM Ha cepBepe pa3sepTbiBaHus ADP (B
npuMmepax 3To cepBep C wuMeHeM proxima-install) Heo6xoanmMo BbINOMHUTL
reHepauuto ssh-knwouen:

[ec2-user@proxima-install ~]$ ssh-keygen

Mpu reHepaumn KAYerW He [J0/MKHbl 6blTb  MCMNONb30BaHbl  HUKAKMe
naponbHblie dpa3bl Ana obecneyeHns 6ecnaposbHOro0 NOAKAOYEHUS NO ssh-knoyam
Ha cepBepbl, HA KOTOopble 6yaeT BbIMONHATLCA yCcTaHoBKa ADP.

Mocne yctaHoBku ADP kntoun MOryT 6biTb yaaneHsol.
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7.MOAINOTOBKA APXUBA C CYb4 ADP

B onuMcaHum HUXe B KayecTBe npuMmepa BCe AENCTBUS BbINOJHSATCA nNoa
rnosib3oBaTeNneM ec2-user, AaHHbIA Mosb30BaTeslb AO/KEH OblTb 3aperncTpmpoBaH B
cucTteMe. 3anyck Bcex KOoMaHg no uHctannsumm ADP BbINONHSIETCS M3 Mankum C
pacnakoBaHHbIM ANCTPUOYTUBOM.

Ona noarotoBkn AnNCTpubyTneBa K MHCTaNNaUMmn Heobxoammo:

1)

2)
3)

4)

MoaKNUYNTBCA K CepBepy pa3BepTbiBaHUS MNOA Mofib30oBaTeNneM ec2-
user, No4 Y4YeTHOW 3anucbld KOTOPOro 6yaeT BbINOSHATLCA YCTaHOBKA
ADP.

Ha cepBepe pa3BepTbiBaHus (proxima-install) B aoMawHeM kaTtanore
nosb3oBaTens co3aatb NYCTYH AMPEKTOPMUIO proxima.

B agoMawHWM  KaTanor nosib3oBaTtens nepeHectTn  AUCTpPUBYTUB,
ABNAOWMNCA okaTbiM tar-apxnsom CYB/ ADP.

BbINONHUTL HeobXxoAnMble AENCTBUS MO MNPOBEPKE KOHTPOJSIbHbIX CYMM
avctpubytmea CYBZ ADP u pasapxusumpoBaTb AnCTpnbytus ADP B
katanor $HOME/proxima:

[ec2-user@proxima-install ~]$ mkdir $HOME/proxima
[ec2-user@proxima-install proxima]$ tar -xf proximadb_*.tgz -C $HOME/proxima
[ec2-user@proxima-install ~]$ cd proxima
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8. YCTAHOBKA CybA ADP

8.1. OnucaHue npouecca yctraHoeku CYb/[l
ADP

YcTaHoBKa cyba ADP BbIMOJIHAETCHA 3anyCcKoMm
ckpunTa install:astra_advanced.sh, pacnonoxeHHoro B KopHEBOW AMpeEKTOPUK
pacrnakoBaHHOro gucTpmbyTtmnea:

[ec2-user@proxima-install proximal]$ ./install:astra advanced.sh

3anyck cKpunTa BblNoONHSETCS 6e3 NOBbILWEHUSNA NpUBUIETrnin
kKoMaHzon sudo, nocne 3anycka CKpunTa Naposib ANs MNOBbIWEHUS NpuBUIErmm
6yaeTt 3anpoleH oTAEeNbHO.

Mpouecc nHcTtannauum CYB ADP MOXeT BbINOSIHATLCA B ABYX BapuaHTax:

1) B AnanoroBoM pexuMme, B paMKax KOTOpOro OT cucrtembol 6yayTt
MnocTynaTb  3anpochl Ha BBeAeHMe napameTpoB  BbibpaHHOM
KOHpurypaumm C  aBTOMaTUYeCKUM  COXpaHEHMEM  BBeAEHHbIX
napametpoB B dain astra_advanced.yaml. [uanoroBbiii pexum
ABNSETCA OCHOBHbLIM pPEXMMOM WHCTaNIauMmM npu NepBOM 3arycke
ckpunTa install:astra_advanced.sh, Koraa KOHMUIYPaLMOHHbI
daiin astra_advanced.yaml ewie He co3gaH, nubo co3daH, HoO

napameTtp confirmed B Hem paBeH «false».

2) B «Tuxom» pexume, nogpasymeBarolleM yCcTaHOBKY 6e3 3anpocoB OT
CUCTEMbI W OTBETOB CO CTOPOHblI nosib3oBaTtens. [aHHbln BapuaHT
YCT@QHOBKW BO3MOXEH Mpu CO34aHHOM W MNOAHOCTbK 3arnoSIHEHHOM
daitne koHdurypauuii astra_advanced.yaml. YcrtaHoBka B AaHHOM
peXXnuMme 3arnyckaeTcs aBTOMaTU4YeCKW Mpu MOBTOPHOM WHCTaNNsaumu,
ecnu He 6bin yaaneH astra_advanced.yaml.

B AVNanorosom pexunme (npmn nepsBoM 3anycke
ckpunTa install:astra_advanced.sh) 6yayTt 3agaHbl Bonpoch! An1a yTOUHEHUS:

* TuNa ycTtaHasnmBaeMmon KoHdurypaumm ADP;

" WUMeH cepBepoB (MM cepBepa), Ha KoTopble (KOTOpbIM) O6yaeT
BbIMOJ/IHATBLCS YCTAaHOBKA;

*  TWUNa pernaiMKaumu AaHHbIX B KNacTepe;

= KJaCTEPHOro BUPTyanbHOro agpeca (KOTopbln 6yaeT nepemelaTtbcs
MeXAay y3namu Knacrepa);

* paspelleHHON CeTn ANS penamKkauum y3nos Kiacrtepa;

= CceTeBOro WHTepdenca, Ha KOTOpoM OyaeT nMOAHAT K/aCTepHbIn
BUPTYanbHbIN aapec;

= [aponia Anf nosib3oBaTtend postgres;

*  YYeTHOM 3anucu, noh KOTOPOM BbINOJHAKTCA BCe Npoueccol
aBTOMaTM3auUnKM M KoTopas BkouveHa B rpynny sudo (B npumepe - 370
ec2-user);
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* naponsd Ans y4yeTHOW 3anucu aBToMatusauum (B npuMmepe - 3TO ec2-
user).

Mpouecc ycraHoBkn CYB[ ADP 3aHumaeT 10-15 MUHYT (B 3aBUCUMOCTM OT
BblAENIEHHbIX  pecypcoB) W  COMNpoBOXAaeTcsa  oTobpaxeHneM  pe3ynbTaToB
BbIMNOJIHEHUSA KOMaHA, peanusyemMblX Ansible B pamMkax McnonHsaembiX nnaenbykos
pa3sepTbiBaHUs ADP.

B cnyyae, ecnM Ha cepBepe, C KOTOPOro BbIMOJHAETCA YCTaAaHOBKA,
OTCYTCTBYeT JA0CTyn B ceTb WHTepHeT, Heo6xoAMMO BbINOMHUTL Cregytowme
OEeNcTBUS:

1) CkonnpoBaTb BeCb KaTasor, B KOTOPbIX Obls1 pa3BepHYT AUCTPUOYTUB C
ADP, Ha noboin BHEWHUN HOCUTEND.

2) lMepeHecTn p[aHHbLIM KaTasor Ha cepBep wnu paboyyro CTaHUMi C
BbIXOAOM B ceTb WHTepHeT, c Takon xe Bepcnmen OC M C TakuM Xe
HabopoM 06HOBMEHUN.

3) 3anyctutb  ckpunt get:astra_advanced.sh nz  kartanora 3rdparty.

Ckpunt get:astra_advanced.sh ckauaet 1 noarotoBut HeobxoanMble
nakeTbl ANnsa ganbHenwen odpdnanH-yctaHoBkn ADP B ceTeBOM KOHTYpe,
B KOTOPOM HET BbIX0OAa B CeTb VMIHTEpHET.

4) lMocne 3aBepuweHnsa paboTbl ckpunta HeobxoanmMo nepeHecTn obpaTHO

Tonbko katanor 3rdparty, nepesanvcaB Ha cepBepe WHCTaNAAUUN
ctapbii katanor 3rdparty HoOBbIM coaepXMMbIM, U 3anyCTUTb 3aHOBO

ckpunT nHctannaumn install:astra_advanced.sh.

Mocne oTpaboTkmn BCex CcKpunToB W nienbykoB pa3BepTbiBaHns ADP B
KOHCONM [0/DKeH nosiBUTbCA BbiBOoA Ansible co cTaTycoM WCNONHEHUs BceX
nnenbykoB pa3BepTbiBaHUS, B KOTOPOM He A0/KHO 6biTb owmnbok (failed-ctaTtycos).

8.2. CBeaeHnsa o naponax AN BHYTPEHHUX
cepBUCOB

C uenbio obecneyeHuss MNOAKNKOYEHUS K BHYTpeHHMM cepBucam CYB/[, B
npouecce yctaHoBkuM ADP BbINOMHAETCS reHepaums naposer rnosb3oBaTtenem ans
cneayrowmnx ponen:

= dbaas_host;

= get_info;

=  keycloak;

= odyssey;

= patroni;

= pg_standalone;
= rabbitmg;

» telegraf;

»  wal-g;

* proxima_agent;
= proxima_manager;
= proxima_monitoring.
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[na npocMoTpa CreHepuvpoBaHHbIX Maponen HeobxoaAMMO nepenTtn B
nanky .creds pacnakoBaHHoro ancrtpnbytmusa ADP.

8.3. NoakntoueHue k Cyb/l ADP

B cnyuyae ycnewHon yctaHoBkn ADP  pgoctyn K Beb-uHTepdency
ocyuwectenserca no agpecy: http://proxima-mng/. HanMmeHoBaHWe proxima-mng
npuBeaeHo 4S9 npuMepa, BMeCTO Hero HeobxoaAnMo BBECTU UMS BblAENEHHOro y3na
ynpasneHus, ykasaHHoe B /etc/hosts.

Ona nogkn4vYeHns MCNoNb3YKTCA 3a4aHHble MO YMOSYaHUIO JIOTUH U Naposb
(naponb nNpu nepBOM NOAK/OYEHUM [O0MKEH O6biTb M3MEHEH Ha 6e30mnacHbIn):
proxima-admin, password.

00O «ApeHapaTta CodTBEpP»

OlPH 1197746413160 NHH/KIMO 7713468845/ 771701001

Poccusa, 129085, r. MockBa, BH.Tep.r. MyHuumnanbHbli oKpyr OCTaHKMHCKUIA,
yn. Nlogosukosa 4.9, ctp.17, 31.8, nomew.4

TenedoH: +7 (495) 780 - 4064
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