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NHcTpykums no ycraHoske ADP Core Ha PE[] OC Arenadata™

1. OBO3HAYEHUA U COKPALLEHUSA

B HactoslweM OOKYMEeHTe TMNPUMEHSAT Cheayllmne COKpalleHus wn
0603Ha4YeHus:

CokpaujeHue 3HauyeHue

B Bbaza paHHbIX

BM BupTtyanbHasa MawwmnHa

0]® OnepaunoHHasg cucteMa

no MporpamMmMHoe obecrnevyeHune

CybAa Cucrtema ynpasneHus 6aszamMmun AaHHbIX

ADP Cuctema ynpasneHus 6a3amm pJaHHbix Arenadata Prosperity
Core 3.1

HA-cluster High Availability (BbicokoAOCTYMHbLIN) KNnacTep
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2. BBEAEHUE

Cucrtema ynpasneHus 6asamu aaHHbiXx Arenadata Prosperity Core 3.1 (aanee
- ADP) - nporpamMmmHoe obecneveHune knacca CYB/] Ha 6a3ze 06beKTHO-pensunoHHOM
cucTeMbl ynpasneHust 6aszamum gaHHbIX C OTKPbITbIM KOAOM PostgreSQL sepcun 16.4,
OPUEHTUPOBAHHOE Ha WCMOSb30BaHME B peleHnsax U cuctemax ¢ 60onbwnm
KoM4yecTBOM noaknoyeHmnn kK CYB[ 1 oagHOBpeMeHHO npeabsBastowmx TpeboBaHus
K BbICOKOM AOCTYMHOCTU, OTKa30yCTOMYMBOCTU WU W3OLITOYHOCTU AaHHbIX (B TOM
yncne NocpeacTBOM CO34aHUSA MOJTHbIX U MHKPEMEHTAsIbHbIX pe3epBHbIX KOMWUI).
ADP nopgaepxusaetca PEQ OC Bepcun 7.3.4 m Bepcun 8, Astra
Linux Bepcuun 1.7.5-16 (penu3 Astra Linux 1.7.5 UU1) n Debian 11.
PekoMeHAyeMbIMU KOHMUrypaunsmu, nogaepxmsaemoimm ADP n nmerowmmm B
CoCTaBe [0 Tpex Y3708, ABMAAKTCA cneayrwme:
= Tpexy3nosok HA-cluster (Ha 6a3e MO Patroni);
= aByxy3noson HA-cluster (Ha 6a3e MO Patroni) ¢ AONOAHUTENbHbLIM
y3710M, obecneymBalowMM OTKasoycTtonumeyto paboty apbutpa (CYBA
pa3sMellaeTcs Ha ABYX Yy3NnaxX, HO (aKTU4YeCKu Knactep no-npexHemy
Tpexy3soBomn, TpeboBaHMsa K TpeTbeMy y3ny (apbutpy) — MUHMUMANbHbI);
* [OBYXYy3/0Basi KOH(duUrypaumss mactep-pensiMka C aBTOMaTUYECKUM
nepektyYeHneM - OTKa30ycTonMumBass KOHdUrypaumss C  psaaom
OrpaHUYeHni;
= oaHoy3noBas kKoHdurypaumsa (6e3 kakon-nmbo knacrepusaumm BHYTpU
AAHHOro y3na).
ADP ucnonb3yet cnegytouwee O (nocrtaBnsiemMoe B cocTtaBe AUCTpubyTuBa
ADP) ans obecneyeHuns KnacTepHowm KOHpurypaumm " MoBbIWEHUSA
NpoOM3BOAUTENbHOCTMU:

= Patroni, HAProxy, etcd - ana opranmsauunu pa6otsl knactepa CYB/;

= Odyssey - B KayecTBe BbICOKOMNPOU3BOAUTENBHOIO nynepa
COoeVHEHUN.

HacTtodwmin [OKYMEHT COAEepXWUT OnuMcaHme noAroTOBKM onpeaeneHHOn
KOH(Urypaumm oKpyxXeHus ans uHctannsumm ADP, onucaHue HacCTpoOWKW cpenbl
dYHKLUMOHMPOBAHUSA U AENCTBUIA NO MHCTannsaunm ADP.

BHuMaHue! lepea BbINOSHEeHMEM paboT MO MHCTaANNAUMKM AN NOJAYyYeHus
6bonee noapobHOM WHGOpPMAUMM O peKoMeHAYEMbIX KOHMUrypaumax c uUenbto
BblbOpa M YTOYHEHMSA YyCTaHaBianBaemMon KoHdburypaumm CYB[ (pacnpepeneHHas
WAKM  O0AHOYy3/10BasA, KOMMYECTBO Yy3/I0B W TUM  CUHXPOHM3AUMM  AAHHbIX)
AaomuHuctpatopy CYB  ADP  HeobxoaMMo  03HAaKOMUTbCS € OnucaHuem
cdbyHKLUMOHaANbHbIX XapakTepucTuk Arenadata Prosperity.
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3. YCTAHOBKA PEA OC 7.3.4

Heobxoammo pa3BepHyTb BUpTyanbHyko MawuHy Ha OC PEL OC 7.3.4,
KoTOpasi byaeT Mcnosb30BaTbCsl B KaYeCTBe cepBepa pa3BepTbiBaHUS.
OC pomxHa ©6bITb YycTaHoBneHa 6e3 rpaduyeckoro wHTepdenca u cC
MUHMMaNbHbIM HABGOPOM NpOrpaMMHOro obecrneyeHus:
1) B kaudectBe 6a30BOro okpyxeHusi BblbpaTb «CepBep MUHUMANbHbIN»,
T.e. 6e3 rpadmnyeckoro nHTepdenca.
2) YcraHoBka pononHuTenbHoro MO He npeaycMoTpeHa, MnoO3ToMy
O4YNCTUTbL BCe nons Bblbopa B obnactn «ononHUTeNbHoe NporpaMMHoe
obecneyeHne gnsa BblIbpaHHOM cpeabl».

BblEOP NMPOrPAMM YCTAHOBKA RED OS MUROM-7.3.4

ﬂOﬂOnHMTeﬂbHOE nporpamMmHoe obecneyexue ans Bbl6paHHOﬁ

basosoe okpyxeHne cpenbl
Pabouas craHums ¢ rpaM4ecKuM oKpyKeHneM PesepsHbiit cepsep
Pabouas craHuma ¢ rpacduueckum okpyxernem (MATE) MporpaMmbl AN LEHTPaNU30BaHHOIO CO3AaHNUA Pe3epBHbIX KOMUIA.
® CepBep MUHUMaNbHbIN KnueHT kaTanoros

CepBep MUHVWManbHbIN. KnueHTbl ANA MHTErpaumMm ¢ CeTbio NOA yNpaBneHneM CTyx6bl KaTanoros.

Cepsep c rpaduueckum untepdeiicom Cepsep kaTanoros

Cepsep c rpadpuueckum uHTepdeincom. Cepsepbl MaeHTUdMKALMM KOMNBIOTEPOB U NONb30BaTene.
Cepsep DNS
MakeTbi B 3TOW rpynne NO3BONAT BaM YCTaHOBUTb M HacTpouTb DNS
(BIND).

Cepsep daiinos u nevatn

Cetesoit cepsep CIFS, SMB, NFS, iSCSI, iSER, iSNS.

Cepsep FTP

MNo3sonseT cucTeme yHKUMOHUPOBATL B KauecTse FTP-cepsepa.
locresbie arenTbl

AreHTbl, paboTaloLime Nod ynpasneHneM runepsmnsopa.

Bbicokuit ypoBeHb AOCTYNHOCTH
WHbpacTpyKTypa cnyxb C BLICOKMM YPOBHEM JOCTYNa v obLiero
XpaHUNMLWa.

Cpencrsa Hab 3a obopyn

Habop nHcTpymeHTOB HabniogeHns 3a 06opyaosaHuem cepeepa.

Cepsep ynp uneHTud
LleHTpanmoaaHHoe ynpasneHue nonb3oBaTensaMu, cepeepamMm n
MexaHu3Mamu ayTeHTMdJVIKaLLMH.

Mopnepxka InfiniBand

MporpaMMbl ANA NOAKEPXKKN KNACTEPU3aUMMU M pacnpeseneHHbIX
coeauHeHuit ¢ nomouwbo kommyTaumm InfiniBand u iIWARP.
MpousBoaANTENbHOCTb MACLUTABHbIX CUCTEM

Cpencrea NoAnepK1 NPpoU3BOANTENBHOCTM BONbLUMX CUCTEM
Pacnpepenenue Harpysku

Mopnepika pacnpegenexns Harpy3ku 4ns ceTesBoro Tpaduka.

3) BeBectn 1 noaTBepAUTb Maposb nosib3oBaTtens root. 3anonHWUTb none
Bblbopa «Pa3pelwnTb BX04 Nonb3oBaTeneM root ¢ naponem yepes SSH».
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MAPOJIb ROOT YCTAHOBKA RED OS MUROM-7.3.4

YueTHas 3an1cb aiMMHUCTpaTopa (root) npegHasHaueHa aAns ynpasnexus cuctemoi. Besegute napons root.

Maponsb root: u

CNUWKOM KOPOTKMIA

MNoareepxaexue: o|

3abnoKMpoBaTh yUETHYIO 3anuchb root

| Pa3spewuTb Bxoa nonb3oBaTenem root c naponem yepes SSH

BHumaHue! Mocne 3aBeplieHnsa yctaHOBKM KoMaHAy dnf update HE BbIMOSTHATL.
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4. HACTPOUKA CPEAbI
®YHKLIMOHUPOBAHUSA CYB ADP

4.1. NepeyeHb 4€UCTBUU MNO NOAroTOBKE
ceTeBoOM MH(PPACTPYKTYpPbl U AOCTYNOB

BHumaHue! ADP He ponkHa yctaHaBnmBaTbcs Ha OC C yXe yCTaHOBJIEHHOM
CYB[, PostgreSQL wvnm wHbIMM  npuknagHbiMM UM MHAPACTPYKTYPHbIMU
KOMMOHEHTaMMN, yCTaHaB/INBAaEMbIMU OTAENbHO U HE BXOASLWMMM B MakeT YCTaHOBKMU
OC.

1) Co3paTb nonb3oBaTens, no4 YYEeTHOW 3anucbid KoToporo b6yaer
BbINONHATLCA YyCTaHoBka ADP. YcrtaHoBka ADP po/mKHa BbINOJHATHCS
nog Y4YeTHOWM 3anucbkd NONb3oBaTens, KoTopblh aobaBneH B

rpynny sudo ¢ BO3MOXHOCTbIO BbIMOMHEHUS KOMaHA noj root, Ho He
pPEKOMEHAYETCS NCMNOoSIb30BaTb Nosib3oBaTesNs root B sBHOM BUae.

BHuMaHue! OnucaHme co3gaHMs HOBOro nosib3oBaTtenss nNpuBedeHO B
AOKyMeHTauun «OCHOBbI aAMUHUCTPUPOBAHNS Astra Linux/YnpaBsneHnune
nonb3oBaTtensaMu/JobaBneHune HOBOIO rnoJib3oBartend B Linux»
(education.astralinux.ru/). OnucaHue pobaBneHnss CO34aHHOrO Mosib3oBaTens B
rpynny/rpynnbl NpuBeaeHO B AOKyMeHTauunm «OCHOBbl agMUHUCTpUpoBaHua Astra
Linux/YnpasneHne nonb3oBatensamu/dobaBneHme nonb3oBaTtenss B HECKOSIbKO
rpynn» (education.astralinux.ru/).

2) Ona OC Debian Linux sapaHee yctaHoBuTb nakeTt sudo, KoTopblin Mo
YMOJSTYAHUIO He yCTaHaBnmeaeTcs npu yctaHoske OC.

3) HactpouTb BMAMMOCTb BceXx cepBepoB ADP Mexay cobon kak no
KOPOTKUM MMeHaM, Tak 1 B cooTBeTcTBuu ¢ FQDN.

4) 3akoMMeHTUpoBaTh ipv6-3anuck o localhost B hosts.

5) HactpouTb wTaTHbie peno3utopun naketoB B OC B COOTBETCTBUU C
pekoMeHaaumsamMu rMnocTaBLUMKa 0]® (06blyHO [OCTaTO4YHO
pacKOMMEHTUPOBaTb MMElWMecs peno3nTopum B danne C nepeyHem
noAKAtYaeMbIX perno3nTopues).

6) HactpouTb poctyn B ceTb WHTepHeT (TONbKO ANs cepBepa C pPoOSbio
CI/CD cuctembl, C KOTOpPOro 6yaeT BbIMOMHATLCSA yCTaHOBKaA). B cnyyae
OTCYTCTBMSA pJocTyna B ceTb WHTepHeT wuAM  HEBO3MOXHOCTU
npeaocTaBNeHnss Takoro AoCTyna TakXe BO3MoXeH BapuaHT offline-
ycTtaHoBku ADP.
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7) Ona Bcex cepBepoB ADP yCTaHOBUTb W  HACTpOUTb  Ciyxby
CUHXPOHM3aUUN BpPeEMEHMU (Hanpumep, chrony). YCTaHOBUTbL
CUHXPOHM3ALMUIO no BHYTpPEHHEMY NCTOYHUKY BpeMeHMU
(NpeanoyYTUTENbHbIN BapuvaHT) WAM NO BHELWHEMY MCTOYHWUKY BPEMEHMU
(6e3 cnyxbbl CMHXpPOHM3ALUNM BpeEMEHU ycCrnelwHasa paboTa knacrepa He
rapaHTMpoBaHa). [locne HacTpoWkn cnyx6bbl BpeMeHW MpoBepuUTb
KOpPPEKTHOCTb ee (YHKUMOHMPOBAHUS M CUHXPOHHOCTb BPEMEHU Ha
6yaywmx ysnax knacrepa ADP.

4.2. KoHdurypaumsa /etc/hosts

BHuMaHue! [daHHbIN noapasgen HeobxoaAuMMO NponyCTUTb B Cliyyae
ncnosibzosaHusa DNS ansa paspelieHns MMeH.

Ha kaxaoMm cepBepe HeobxoauMo cKoHdurypuposaTk dain /etc/hosts B
COOTBETCTBMU C UCNONb3yeMbIMM MMEHAMU U aapecaMn CepBepoOB, KaK MOKasaHo B
npuMmepax Huxe.

B npuMepax npuBeneHbl cneayrolwme nMeHa XoCToB:

= proxima-install - BpeMeHHbIM cepBep Aans ycrtaHoBku CYB ADP
(cepBep c ponbto CI/CD cucrtemsl);

= proxima-standalone - ocHoBHOW Yy3en CYbA ADP B oaHOy310BOM
KOHpurypaumm;

= proxima-arb - Tpetuin y3en knactepa CYb ADP 6e3 CYB/[ c ponbio
AONONHUTENBHOIo apbuTpa;

= proxima-dbl, proxima-db2, proxima-db3 - y3nbl knactepa CYb/J ADP.

Mpumep 1. Mpumep coaepxunmoro damna /etc/hosts B cnyyae TpexysnoBon
KoHpurypaumm knactepa ADP

127.0.0.1 localhost localhost.localdomain

10.250.50.9 proxima-install

10.250.50.6 proxima-dbl

10.250.50.7 proxima-db2
10.250.50.8 proxima-db3

Mpumep 2. lMpumep coaepxumoro danna /etc/hosts B cnydyae ABYyXy3/710BOM
KOoHpurypaumm knacrtepa ¢ apébutpom ADP

127.0.0.1 localhost localhost.localdomain
10.250.50.9 proxima-install

10.250.50.6 proxima-dbl

10.250.50.7 proxima-db2

10.250.50.8 proxima-arb

Mpumep 3. lMpumep coaepxumoro danna /etc/hosts B cnydyae AByXy3/710BOM
KoHpurypaumm knactepa ADP

127.0.0.1 localhost localhost.localdomain

10.250.50.9 proxima-install

10.250.50.6 proxima-dbl
10.250.50.7 proxima-db2
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Mpumep 4. Mpumep coaepxumoro danna /etc/hosts B cnyyae oaHoy3noBomn
KoHpurypaumm ADP
127.0.0.1 localhost localhost.localdomain

10.250.50.9 proxima-install
10.250.50.9 proxima-standalone

Ona oaHOy3noBOW KoHduUrypaumm, ecnm HeT noTpebHOCTM B pa3BepTbiBaHUMU
WHbIX (AONOMHUTENbHbLIX) WHCTannsauun ADP, ponyckaetcs coBMelwaTb poau
CepBepoB: cepBepa, C KOTOPOro BbIMOSHAETCA MWHCTaANNAUMA, W cepBepa, Ha
KOTOPbIN BbIMOSHAETCA UHCTANNALNS.

B 3TOM cnyyae MOXHO MCNOSb30BaTb TOJIbKO OAHO CETeBOEe WUMS, Hanpumep,
proxima-standalone, Kak B npuMepe Huxe.

Mpumep 5. Tllpumep coaepxumoro danna /etc/hosts B opHOy3noBon
KoHpurypaumm ADP, ecnn ycTaHOBKa OAHOY3/10BOM KOHMUIypaLumn OCyLLeCTBNSeTCS
HenocpeACTBEHHO Ha cepBep, C KOTOPOro BbIMNO/HAETCS MHCTaNNsaums

127.0.0.1 localhost localhost.localdomain
10.250.50.5 proxima-standalone

4.3. foctyn no ssh

MporpamMMHbIN  KOA4 aBToMaTu3auum yctaHoBkun ADP cam obecneuuBaetr
KonupoBaHue ssh-knw4yen Ha cepBepbl, Ha KoTopble 6yaeT BbINOJAHATLCS
nHctannaumusa ADP.

Mepen 3anyckoM npouecca YyCTaHOBKM Ha cepBepe pa3sepTbiBaHus ADP (B

npuMmepax 3To cepBep C wuMeHeM proxima-install) Heo6xoanmMo BbINOMHUTL
reHepauuto ssh-knwouen:

[ec2-user@proxima-install ~]$ ssh-keygen

Mpn reHepauun KAKYENn He AOMKHbl OblTb  MCNONb30BaHbl HUKaKue
naponbHblie dpa3bl Ana obecneyeHns 6ecnaposbHOro0 NOAKAOYEHUS NO ssh-knoyam

Ha cepBepbl, HA KOTOopble 6yaeT BbINMOMHATLCA yCcTaHoBKa ADP.
Mocne yctaHoBku ADP kntoun MOryT 6biTb yaaneHsol.

4.4. KoHdurypaumsa SELinux

Mpn ncnonbsosaHun PEO OC Ha Bcex cepBepax SELinux fo/mKeH HaXoAUTbCHA
B COCTOSIHUM permissive («paspelleHHbIn»).

Ans nepeBoaa SELinux B cocTosHMe permissive Ha PEJ] OC Heo6x0aMMO:
1) BbINOAHWUTb KOMaHAY:

[ec2-user@proxima-install ~]$ sudo sed -1
's/SELINUX=enforcing/SELINUX=permissive/g' /etc/selinux/config

2) lMepe3sarpy3utb BM.
3) lMNpoBeputb cTaTyc SELiNUX C NOMOLWbIO KOMaHAbl:

[ec2-user@proxima-install ~]$ getenforce
Permissive
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5. MOAINOTOBKA APXUBA C CYb4 ADP

B onuMcaHum HUXe B KayecTBe npuMmepa BCe AENCTBUS BbINOJHSATCA nNoa
rnosib3oBaTeNneM ec2-user, AaHHbIA Mosb30BaTeNlb AO/KEH OblTb 3aperucTpmpoBaH B
cucTteMe. 3anyck Bcex KOoMaHg no uHctannsumm ADP BbINONHSIETCS M3 Mankum C
pacnakoBaHHbIM ANCTPUOYTUBOM.

Ona noarotoBkn AnNCTpubyTneBa K MHCTaNNaUMmn Heobxoammo:

1)

2)
3)

4)

MoaKNUYNTBCA K CepBepy pa3BepTbiBaHUS MNOA Mofib30oBaTeNneM ec2-
user, No4 Y4YeTHOW 3anucbld KOTOPOro 6yaeT BbINOSHATLCA YCTaHOBKA
ADP.

Ha cepBepe pa3BepTbiBaHus (proxima-install) B aoMawHeM kaTtanore
nosb3oBaTens co3aatb NYCTYH AMPEKTOPMUIO proxima.

B agoMawHWM  KaTanor nosib3oBaTtens nepeHectTn  AUCTpPUBYTUB,
ABNAOWMNCA oKkaTbiM tar-apxnsom CYB/ ADP.

BbINONHUTL HeobXxoAnMble AENCTBUS MO MNPOBEPKE KOHTPOJSIbHbIX CYMM
avctpubytmea CYBZ ADP u pasapxusumpoBaTb AnCTpnbytus ADP B
katanor $HOME/proxima:

[ec2-user@proxima-install ~]$ mkdir S$HOME/proxima
[ec2-user@proxima-install proxima]$ tar -xf proximadb *.tgz -C
$HOME /proxima

[ec2-user@proxima-install ~]$ cd proxima
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6. YCTAHOBKA Cyb4 ADP

6.1. OnucaHue npouecca ycraHoeku CYb/[i
ADP

YctaHoBka CYB/ ADP BbinonHseTcsa 3anyckoM ckpunTta install:redos_core.sh,
PacroioXXeHHOro B KOPHEBOWN ANPEKTOPUN PACNakoBaHHOro AUCTpMOYTHBA:

[ec2-user@proxima-install proxima]$ ./install: redos core.sh

3anycKk ckpunTa BbinonHaeTcs 6€3 noBblWeHUsa rnpusuiernin komangon sudo,
nocne 3anycka CKpunTa naposjib A5 MOBbIWeEHUs npuBuiernin 6yaer 3anpolleH
OTAENbHO.

Mpouecc nHcTtannauum CYB ADP MOXeT BbINOSIHATLCA B ABYX BapuaHTax:

1) B AnanoroBoM pexuMme, B paMKax KOTOpoOro OT cucrtembol 6yayTt
nocTynaTb  3anpocbl Ha  BBeAeHMe  napaMeTpoB  BblbpaHHOM
KOHMUrypaumMm C  aBTOMaTUYeCKMM  COXpPaHEHWEM  BBEAEHHbIX
napametpoB B ¢aiin redos_core.yaml. [Inanorosbiii pexum aBnsercs
OCHOBHbIM pPEXMMOM MHCTannaunm npwm nepsoM 3anycke
ckpunTa install:redos_core.sh, Koraa KOHUIYPaLMOHHbI
daiin redos_core.yaml eule  He co3gaH, nmbo  co3daH,  HoO

napameTtp confirmed B Hem paBeH «false».

2) B «Tuxom» pexume, nogpasymeBarolleM ycTaHOBKY 6e3 3anpocoB OT
CUCTEMbI W OTBETOB CO CTOPOHblI nosib3oBatens. [aHHbll BapuaHT
YCT@QHOBKW BO3MOXEH Mpu CO34aHHOM W MNOAHOCTbK 3arnoSIHEHHOM
daiine koHdurypaunii redos_core.yaml. YcTaHOBKa B JaHHOM pexunme
3arnycKaeTcs aBTOMaTM4YeCKu MNpu MOBTOPHOM MHCTaNNsaumMu, ecnm He
6bin yaaneH redos_core.yaml.

B ananorosom pexxmume (nNpu nepsBoM 3anycke ckpunta install:redos_core.sh)
6yayT 3a4aHbl BONPOCH! AN YTOYHEHUS:

* TunNa ycTtaHasnmBaeMon KoHdburypaumm ADP;

" WUMeH cepBepoB (MM cepBepa), Ha KoTopble (KOTOpbIM) O6yaeT
BbIMO/IHATBLCS YCTAaHOBKA;

*  TUNa penJnkKaumu AaHHbIX B Kiactepe;

= KJaCTEPHOro BUPTyanbHOro agpeca (KOTopbln 6yaeT nepemelwaTtbcs
MeXAay y3namu Knacrepa);

* paspelleHHON CeTn ANS penamKkauum y3nos Kiacrtepa;

= CceTeBOro WHTepdenca, Ha KOTOpoM OyaeT nMOAHAT K/aCTepHbIn
BUPTYanbHbIN aapec;

= [aposia Anf nosib3oBaTtend postgres;

* YYeTHOM 3anucu, noh KOTOPOM BbINOJHAKTCA BCe Npoueccol
aBTOMaTM3auUnKM M KoTopas BkouveHa B rpynny sudo (B npumepe - 370
ec2-user);
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* naponsd Ans y4yeTHOW 3anucu aBToMatusauum (B npuMmepe - 3TO ec2-
user).

Mpouecc ycraHoBkn CYB[ ADP 3aHumaeT 10-15 MUHYT (B 3aBUCUMOCTM OT
BblAENIEHHbIX  pecypcoB) W  COMNpoBOXAaeTcsa  oTobpaxeHneM  pe3ynbTaToB
BbIMNOJIHEHUSA KOMaHA, peanusyemMblX Ansible B pamMkax McnonHsaembiX nnaenbykos
pa3sepTbiBaHUs ADP.

B cnyyae, ecnM Ha cepBepe, C KOTOPOro BbIMOJHAETCA YCTaAaHOBKA,
OTCYTCTBYeT JA0CTyn B ceTb MWHTepHeT, Heo6xoAMMO BbINOJHUTL Creaytowme
OEeNcTBUS:

1) CkonnpoBaTb BeCb KaTasor, B KOTOPbIX Obls1 pa3BepHYT AUCTPUOYTUB C
ADP, Ha noboin BHEWHUN HOCUTEND.

2) lMepeHecTn p[aHHbLIM KaTasor Ha cepBep wnu paboyyro CTaHUMi C
BbIXOAOM B ceTb WHTepHeT, c Takon xe Bepcnmen OC M C TakuM Xe
HabopoM 06HOBMEHUN.

3) 3anyctuTb ckpunT get:redos_core.sh u3 kaTanora 3rdparty.
Ckpunt get:redos_core.sh ckayaet u© noarotoBuT HeobxoauMble
nakeTbl AN AanbHenwen odnamH-yctaHoBkn ADP B ceTeBOM KOHTYpe,
B KOTOPOM HET BbIX0OAa B CeTb VMIHTEpHET.

4) lMocne 3aBepuweHnsa paboTbl ckpunta HeobxoanmMo nepeHecTn obpaTHO

Tonbko katanor 3rdparty, nepesanvcaB Ha cepBepe WHCTaNAAUUN
ctapbii katanor 3rdparty HoOBbIM coaepXMMbIM, U 3anyCTUTb 3aHOBO

ckpunT nHctannauuu install:redos_core.sh.

Mocne oTpaboTkmn BCex CcKpunToB W nienbykoB pa3BepTbiBaHns ADP B
KOHCONM [0/DKeH nosiBUTbCA BbiBOoA Ansible co cTaTycoM WCNONHEHUs BceX
nnenbykoB pa3BepTbiBaHUS, B KOTOPOM He A0/KHO 6biTb owmnbok (failed-ctaTtycos).

6.2. CBeaeHuAa 0 Naponax AN BHYTPEHHUX
cepBUCOB

C uenbio obecneyeHuss MNOAKNKOYEHUS K BHYTpeHHMM cepBucam CYB/[, B
npouecce yctaHoBkun ADP BbIMOMHSAETCA reHepauusi naposien nonb3oBaTesnen Ans
cneayrowmnx ponen:

= dbaas_host;

= get_info;

=  keycloak;

= odyssey;

= patroni;

= pg_standalone;
= rabbitmg;

» telegraf;

»  wal-g.

[na npocMoTpa CreHepuvpoBaHHbLIX Maponern HeobxoaAMMO nepenTtn B
nanky .creds pacnakoBaHHoro ancrtpnéytmusa ADP.
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6.3. NMNoaknwouyeHue k Cybl ADP

Mocne 3aBeplueHMs YCTaAHOBKM Ansa noaknwyeHuns Kk CYBO ADP MOXHO
NCNoNb30BaTh /1I060M M3 cneayoLmnxX BO3MOXHbIX BapMaHTOB MOAKIOYEHUS:
1) [nsa Tpexy3noBoro knacrepa:

noaknioyeHve 6es nynepa coeamHeHuni n 6es
6anaHcUMpoBKM 3anpocos Ha uteHue: Virtual_IP: 5432;

noaknoyeHne 6e3 nynepa coeavHeHuii 1 ¢ 6aITAaHCUPOBKOM 3arnpocos
Ha uTeHne: Virtual_IP: 5433;

NOAK/OUYEHME Yepes nynep coeanHeHui Odyssey n 6es
6anaHcUMpoBKM 3anpocos Ha uteHue: Virtual_IP: 7432;
noakt4yeHne yepes nynep coegnHeHun Odyssey nmce

6anaHcUpoBKOI 3anpocos Ha uTeHue: Virtual_IP: 7433;

2) Onsa aByxy350BOro Knacrtepa ¢ apbutpom:

noaknioveHve 6e3 nynepa coeannHennii: Virtual_IP: 5432;
noak/ouyeHre yepes nynep coeamHeHnin Odyssey: Virtual_IP: 7432;

3) Onsa AByXYy310BOM MacTep-pensimKku:

noaknoyeHve 6e3 nynepa coeanHennii: Virtual_IP: 5432;
noak/ouyeHre yepes nynep coeamHeHnin Odyssey: Virtual_IP: 7432;

4) [ns 0AHOY310BOW KOHMUrypauum:

noaknioveHve 6e3 nynepa coeanHerwnii: 5432.
noaK/to4YeHne uepes nynep coeamHeHnin Odyssey: 7432.

B ADP peanusoBaHbl crefyrouwme HaACTpoOnMkm 6e30macHOCTU, BAMSAKOLWME Ha
noaknyeHue Kk CYBA:

pexum poctyna trust otkntoueH, goctyn k CYB[ BO3MOXEH TOJbKO
nocne ayteHTUdMKaLMUM NO OTUHY U NApPOIo;

3abnokmpoBaH AOCTYyn nonb3osaTens postgres uepes nynep
coeanHeHnn (ecnnm HeobxogmMm AOCTYyn 4yepes nynep coeguHeHun Ans
nonb3oBaTenss C poJblo superuser, ToO HeobxoaAuMMO  co34aTb
NoSIb30BaTENS C HY>XXHOW ponblo Ang Tpebyemon uenm).

Mpumep 6. Mpumep noAKYeHus HanpsaMyto K cybA noa
nonb3oBateneMm postgres

psgl -U postgres -h 10.0.0.1 -p 5432
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Mpumep 7. Mpumep noakntoyeHna k CYB[ 4yepe3s nynep coegmHeHW nopg
nonb3oBaTesieM someuser (goctyn And  nonb3osaTtens postgres uepes nynep

CoeiIMHEHNI OrpaHnUYeH)
psgl -U someuser -h proxima-db.local -p 7432

000 «ApeHagaTa CodTBEp»

OlPH 1197746413160 NHH/KMNO 7713468845/ 771701001

Poccusa, 129085, r. MockBa, BH.Tep.r. MyHuumnanbHbli oKpyr OCTaHKMHCKUIA,
yn. Fflogosukoea 4.9, ctp.17, o1.8, nomewl.4

TenedoH: +7 (495) 780 - 4064
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