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1 BsepeHwue
NHCTpyKuma nocssuleHa online-yctaHoBKe Knactepa Arenadata One (AOne).
[laHHbIN cnocob yCTaHOBKM NOAXOAUT AN XOCTOB C AOCTYNOM K UHTepHeTy n

BHYTpPeHHUM cepBucam Arenadata (Gitlab u harbor).

Mpouecc online-yctaHoBKK ¢ nomolupbto terraform u ansible Bkntovaer

cneayloLme Wwaru:

e Co3paHue MHPpacTpyKTypbl B o61ake VK cloud;
e PasBepTbiBaHMe ob6nauvHoro k8s Knactepa un aksemnnspa Freelpa;
e YCTaHOBKA MHGPACTPYKTYPHbIX KOMMOHEHTOB B K/1acTep;

e YCTaHOBKa CepBUCHbIX KOMMNOHEHTOB B K/1aCTep.

2 CospaHue nHdpacTpykTypbl B o6nake VK cloud
Ona passepTbiBaHUA MHOpPACTPYKTYpbl B 061ake VK cloud TpebyeTcs goctyn B

JINYHbIA KaBMHET N akTUBMPOBAHHbIN «locTyn no APl» ana nonb3oBaTens.

AKTnBaumsa gocrtyna no APl Heobxoamma ana pabotbl ¢ VK Cloud npu nomouum
ny6anyHoro APl 1 4ONONHUTENbHbIX MHCTPYMEHTOB, Takmx Kak OpenStack CLI,

Terraform, kubectl n gpyrue.
Ana aktmeauuu goctyna no API:

e BKAOUYNTb ABYXPAKTOPHYIO ayTEHTUPMKALMUIO;
e HaxaTb Ha MMA NONIb30BaTe 1A B LWANKe CTPaHULUbl U BKAKOYUTL goctyn no API

OJHUM 13 cnocobos:
HacTtpoikn npoekTa:

o W3 Bbinagatowero cnucka BbibpaTb HacTpoiiku npoekxra;

o Ha BKnaake Aocrtyn no APl Ha)KaTb AKTUBMpOBaTb AocTyn no API.
HacTpolkn akKayHTa:

o W3 Bbinagatowero cnncka Bbibpatb HacTpoiiku akkayHTa;

o [epenTtn B pasaen besonacHocTb akkayHTa VK Cloud;

o B 6n10Ke AonoAHUTEABbHbIE AOCTYNbI BK/TIOUYMTbL Onuuto Aoctyn no API.
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Ana peaktneaunm goctyna no API:

e BKAounTb ABYXPAKTOPHYIO ayTEHTUPMKALUIO, eCIN OHA BblNa OTKAOYEH];
e HaxaTb Ha MMA NONb30BaTENSA B LWIAMNKE CTPAHULbI U BbiIbpaTb HacTpoiiku
adKKayHTa,

e B pasaene besonacHocTb OTKAKOYUTL onuuto Aoctyn no APL.

2.1 LWar 1. NpegBaputenvHble TpeboBaHUA

2.1.1 TpeboBaHua K software un hardware

AOne noctaBnsaetca B Buae Habopa terraform maHngectos n Anisble ckpunTos.

na ero yctaHoBKM HeobxoanMmbil:

e YcTaHOB/IEHHble NporpammHble npoaykTbl Terrafrom (>=1.10.4), Ansible (He
Bbilwe Bepcun 2.16.14), Helm;

e [lonb3oBatenb c NpaBamu sudo;

e [loctyn K opmumanbHbiMm penosmtopuam terraform. Mo ymonyanuto, Bce

pPeno3nTopmmn 4OCTYMNHbI B PO.

Takxe nepea Haya/loM YCTaHOBKN HEOHXOAMMO OTPEeAaKTMPOBaThb
dann ~/.ssh/config, yTobbl BNOCAEACTBMMN MNONb30BaTENb, BbINONHAOWMIA YCTAHOBKY
AOne, cmor ynpas/aTb CO34aHHOM MHGPACTPYKTYPON. 118 3TOro BbINONHUTL KOMaHAY:
sudo vi ~/.ssh/config
B atom dainne Heobxoammo f06aBUTb CTPOUKM:

Host *
AddKeysToAgent yes

Y106bl COXPAaHUTb 3TO U3MEHEHMNE U BEPHYTHCA B TEPMWUHAA, HaXKaTb Esc, nocsne

yero HabpaTtb :wqg MO0 :wq!.
2.1.2 YcraHoBKa Ansible

YcrtaHaBnmnBaTtb Ansible pekomeHayeTca ¢ odpmnumManbHOro camnTa.

Bepcua Ansible He gonKHa 6bITb Bbilwe v2.16.14. HaumMHan B Bepcun v2.17

Ansible npoknabiBaeT pyenv B host, 4to nomaet gennoi freeipa.
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ﬂ,l’lﬂ Mac BO3MOMHO UCMO/1b30BaTb NaKeTHbIN meHenaXxep brew, Hanpumep: brew
install ansible@9

2.1.3 YcraHoBkKa Terraform

YcraHaBsamsatb Terraform pekomeHayeTca ¢ odpuuUManbHOro camnTa.

e Linux CentOS:

sudo yum install -y yum-utils sudo yum-config-manager --add-repo
https://rpm.releases.hashicorp.com/RHEL/hashicorp.repo sudo yum -y install
terraform

e Mac:

brew tap hashicorp/tap
brew install hashicorp/tap/terraform

2.1.4 YctaHoBKa Helm

YcraHaBnmsatb Terraform pekomeHayetca ¢ oduLMaNbHOIO canTa.

e Linux:

curl -fsSL -o get helm.sh
https://raw.githubusercontent.com/helm/helm/main/scripts/get-helm-3 chmod
700 get helm.sh ./get helm.sh

e Mac:

brew install helm
brew install helmfile

2.1.5 CkaumBaHue UCXOAHOro Koaa NpoeKTa

HeobxoamMmo cKayaTb UCXOAHbIN KoA NpoeKTa ux Git peno3utopua Arenadata

GitLab:

sudo git clone -b aaf/noTLS
https://gitlab.adsw.io/arenadata/ng/platform/helmfiles.git

Ha AaHHbIA MOMEHT HET BO3MOXXHOCTM AMHAMMUYECKUN BbIAENATb JOMEHHbIE
MMeHa A/1A KNacTepoB M NPOAYKTOB, 411 TECTOBOro Aen/109 PEKOMEHAYETCA CTaBUTb
noTLS Bepcuto Knactepa, rae OTKAOYEHbI Warn co3aanusa ceptuduKaToB gna Ingress
controller. [laHHas BepcuA XxpaHUTcA B BeTKe aaf/noTLS. Mepea aennoem HeobxoaAnMMo

nepenTn B AaHHYIO BETKY KOMAHAOM git checkout aaf/noTLS.
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2.2 LWar 2. Pa3sepTbiBaHMe obnauHoro k8s Knactepa un aksemnnspa Freelpa
1). YcTaHOBUTb BCe NepemMeHHble A5 KnacTepa u XocTa freeipa B 3aBUCMMOCTU OT

TpeboBaHuii B infrastructure/variables.tf.

B peno3ntopumn xpaHUTCcA NoAroToBAeHHbIN dann variables.tf, koTopblii
pa3BepHeT B ob61a4Homn nHPpacTpyKType VK Cloud k8s knactep ¢ umeHem adone-test n
aksemnnap freelPA c gomeHHbIM MMeHeM freepa.test. B npoagyKToBOM cpeae
peKomMeHAyeTCcA NCNo/sb30BaTb peanbHble DNS nmeHa.

Mpumep 3anonHeHHoro ¢anna infrastructure/variables.tf:

variable "login" {
default = "login"

}

variable "password" {
default = "password"

}

variable "project id" {
default = "project id"

}

variable "token" {
default = "token"

}

variable "cluster name" ({
default = "adone-test"

}

variable "master count" {
default = 1

}

variable "master flavor" {
default = "STD2-4-16"

}

variable "node count" {
default = 8

}

variable "node flavor" ({
default = "STD2-8-32"

}

variable "volume node size" ({
default = 50

}

variable "volume node type" {
default = "ceph-ssd"

}

variable "volume master size" {
default = 50

}

variable "volume master type" {
default = "ceph-ssd"

}
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variable "av zone" {
default = "ME1"
}
variable "network name" {
default = "k8s-test"
}
variable "subnet name" {
default = "k8s-subnet-test"
}
variable "cidr" {
default = "192.168.198.0/24"
}
FHEFHHHERHAS freeipa #HEHH#HFEHESSEEE

variable "hostname" ({
default = "freeipa-test"

}

variable "freeipa flavor" ({
default = "STD2-2-2"

}

variable "freeipa root volume size" ({
default = "20"

}

variable "freeipa root volume type" ({
default = "ceph-ssd"

}

variable "path to ansible" ({
default = "./ansible"

}

variable "cn name" {
default = "freeipa.test"

}

variable "ansible user" ({
default = "centos"

}

variable "ipaadmin password" {
default = "SparkLight2024!"

}

variable "ipadm password" {
default = "password"

}

variable "ipaserver domain" {
default = "freeipa.test"

}

variable "ipaserver realm" ({
default = "freeipa.test"

}

variable "ipaserver setup dns" {
description = "choose yes or no"
default = "no"

}

variable "ipaserver auto forwarders" {
description = "choose yes or no"
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default = "no"
}
variable "freeipa repository path" {
default = "https://github.com/freeipa/ansible-freeipa.git"

variable "does network exist" {
description = <<EOF
We need to choose which network we want to use.
If network already exists we need to set true.
If we need to create new network infrastructure set to false
EOF
type = bool
default = true
}
variable "exist network name" {
description = "If we choose existing network. Set its name"
default = "nextgen"

variable "exist subnet name" {
description = "If we choose existing network. Set subnet name"
default = "nextgen subnet 1"

variable "does key exist" {
type = bool
default = false

variable "floating ip enabled" ({
type = bool
default = false

}

2). NepenmeHoBaTb infrastructure/terraform.tfvars.simple 8 infrastructure/terraf

orm.tfvars v 3aNONHUTb YYETHbIE AaHHbIE.

3). BbINO/NIHUTb KOMAHAY terraform init ANA YCTAHOBKU Heobxoammbix terraform

npoBanaepos.

Pe3ynbTaT BbINOAHEHUA KOMAHAbI:

terraform init

Initializing the backend...

Initializing provider plugins...

- Finding vk-cs/vkcs versions matching "~> 0.7.4"...

- Finding mumoshu/helmfile versions matching "0.14.1"...
- Finding latest version of hashicorp/local...

- Finding latest version of hashicorp/null...

- Finding latest version of hashicorp/template...
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- Installing vk-cs/vkcs v0.7.4...

- Installed vk-cs/vkcs v0.7.4 (self-signed, key ID 446513894982E1EA)

- Installing mumoshu/helmfile v0.14.1...

- Installed mumoshu/helmfile v0.14.1 (unauthenticated)

- Installing hashicorp/local v2.5.2...

- Installed hashicorp/local v2.5.2 (signed by HashiCorp)

- Installing hashicorp/null v3.2.3...

- Installed hashicorp/null v3.2.3 (signed by HashiCorp)

- Installing hashicorp/template v2.2.0...

- Installed hashicorp/template v2.2.0 (unauthenticated)

Partner and community providers are signed by their developers.

If you'd like to know more about provider signing, you can read about it
here:

https://www.terraform.io/docs/cli/plugins/signing.html

Terraform has created a lock file .terraform.lock.hcl to record the provider
selections it made above. Include this file in your version control
repository

so that Terraform can guarantee to make the same selections by default when
you run "terraform init" in the future.

[nAa ycTpaHeHUA OWNBKN 0 HECOBMECTUMOCTU NpoBaiiaepa n naatdopmbl:

Error: Incompatible provider version

Provider registry.terraform.io/hashicorp/template v2.2.0 does not have a

Provider releases are separate from Terraform CLI releases, so not all

I
package available for your current platform, darwin arm64.
providers are available for all platforms. Other versions of this provider

may have different platforms supported.
Heobxoammo ncnonb3oBaTb AaHHbINM workaround:

brew install kreuzwerker/taps/ml-terraform-provider-helper
ml-terraform-provider-helper activate

4). BbINONHUTb KOMaHAY terraform apply BHYTPU KaTanora «infrastructure» ana

co3aaHua k8s kKnactepa un ak3emnaapa Freelpa.

2.3 Lar 3. NMpoBepKa yCTaHOBKU

2.3.1 NMposepka gocrynHoctu freelPA

MNocne co3aaHuna Knactepa u aksemnasapa freelPA nossatca HoBble pannbl B
KaTanore etc_hosts v freeipa_keys. 3aecb HaxoAsTcA AaHHbIE AN PeAaKTUPOBaHUA
/etc/hosts v Knouun gnsa goctyna K cepsepy freelPA. Takke noABMTCA HOBas Narnka -

infrastructure/kubeconfig c pannom kubeconfig pna goctyna K k8s Knacrepy.
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B npouecce co3gaHua n KOHOUIypmnpoBaHua aksemnaspa freelPA B akkayHTe
co3gaetcs SSH kntoueBana napa freeipa_access_key, 3HaueHne KoTopon byaeT

nobaBneHo B ssh-agent ans pganbHenwero KOHGUrypupmnpoBaHua aksemnaspa freelPA.

Ona npoBepKn KOHOUTYpMpPOoBaHUA aK3emnaapa free-ipa Heobxoanmo
NPOBEPUTbL HaNMUKMe Katoda U3 danna freeipa_keys B BbiIBOAE KOMaHAbl ssh-add -L. A
TaKXe BO3MOKHOCTb NOAKNOYEHUNA B BUPTYA/IbHON MALWUMHE ssh ip -lcentos. TaKXKe
npw pedakTupoBaHuu daina /etc/hosts noaBnseTcA BOSMOMXKHOCTb MCNONAb30BaHMA Ul
freelPA. 1na npoBEPKM 3TOrO BbINOJAHUTb KOMAHAY:

curl -L -k freeipa-test.freeipa.test

Pe3ynbTaT KOMaHAbI:

<!DOCTYPE html>
<html>
<head>
<meta charset="utf-8">
<title>Identity Management</title>

<!—-—[if IE]>
<meta id="ie-detector">
<!lendif]-->

<meta name="viewport" content="width=device-width, initial-scale=1.0">
<script type="text/javascript" src="js/libs/loader.js"></script>
<script type="text/javascript">

var dojoConfig = {
baseUrl: "js",
has: {
'dojo-firebug': false,
'dojo-debug-messages': true

b
parseOnLoad: false,
async: true,
packages: [
{
name: 'libs',
location: 'libs'

name: 'dojo',
location: 'dojo'

name: 'freeipa',
location: 'freeipa'
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i

cacheBust: ipa loader.num version []| ""

b

(function () {

var ie = !!document.getElementById('ie-detector');

var styles = [
'css/patternfly.css',
'css/bootstrap-datepicker3.min.css',
'css/ipa.css',
'"ipa.css'

1;

if (ie) styles.push('ie.css');

var icons = ['favicon.ico'];

var scripts = [
'js/libs/json2.7js',
'js/libs/jquery.js’',
'js/libs/bootstrap.js’',
'Js/libs/bootstrap-datepicker.js',
'js/libs/patternfly.js’',
'Js/1libs/jquery.ordered-map.js',
'js/libs/browser.js',
'js/dojo/dojo.js"',
'js/libs/grcode.js'

1;

ipa loader.scripts(scripts, function() {
require ([ 'freeipa/app'], function (app){ app.run(); });

1) ;

ipa loader.styles(styles);

ipa loader.icons (icons) ;

(05
</script>
</head>

<body>
<noscript>This application requires JavaScript enabled.</noscript>
</body>

</html>$%
2.3.2 lpoBepKa AOCTYNHOCTU Knactepa

Mpun ycTaHoBKe Knactepa AOne aBTomaTuyeckun cosgaetca Knactep K8s. [ina
ynpaBneHusa Knactepom, Heobxoammo ckoHpUrypmpoBaTb kubeconfig B
AnpeKkTopun .kube. [lna aToro HEO6X0ANMMO CKONUMPOBATL coaepnumoe dpanna
us infrastructure/kubeconfig 8 dainn .kube/config. Mocne AaHHOM onepauum MOXKHO

ynpasnAatb k8s knactepom.
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ﬂﬂﬂﬂpOBepKMCﬂeAVQTBHHOHHMTbKOMaHAW
kubectl get nodes

Pe3ynbTaT KOMaHAbI:

NAME STATUS ROLES AGE VERSTION
adone-test-adone-test-node-group-0 Ready <none> 151m v1.27.6
adone-test-adone-test-node-group-1 Ready <none> 151m v1.27.6
adone-test-adone-test-node-group-2 Ready <none> 150m v1.27.6
adone-test-adone-test-node-group-3 Ready <none> 151m v1.27.6
adone-test-adone-test-node-group-4 Ready <none> 151m v1.27.6
adone-test-adone-test-node-group-5 Ready <none> 150m v1.27.6
adone-test-adone-test-node-group-6 Ready <none> 151m v1.27.6
adone-test-adone-test-node-group-7 Ready <none> 151m v1.27.6
adone-test-master-0 Ready master 157m v1.27.6

2.3.3 PacneuatbiBaHue Vault

Mpu ycTaHoBKe Knactepa AOne aBTOMaTU4eCcKM ycTaHaBauBaetca Vault.
M3HauyanbHO vault 3anevaTtaH, 4Tobbl pacneyaTtatb vault, He06x04NMMO BbINONHUTL
CnefyroULyo KOMaHAay:

kubectl get pods -n vault

Pe3ynbTaT KOMaHAbI:

NAME READY STATUS RESTARTS AGE vault-injector-85649787cb-p27vh 1/1 Running O
150m vault-server-0 0/1 Running 0 150m

HeobxoaAnMMo NoAKNHUNTLCA K KOHTEMHEPY ¢ umeHem vault-server-0 u
pacneyaTaTb vault, 418 3TOro BbINONHUTbL CAEAYIOLLYI0 KOMaHAY:

kubectl -n vault exec -it vault-server-0 -- bash
vault operator init
vault operator unseal

Pe3ynbTaT KOMaHAbI:

vault@vault-server-0:/$ vault operator init

Unseal Key 1: 93HUJDQVkuLLjeSyUJLTEUA5ZKolVuublvv1877/A+F8
b7CGuc4ASqoEZ4kwQOROWmdpfjv1g95UsGujSwa9sRO6¢C
cDgjCI1Y5iHpTYMGXmOK6KMB1Owxz3jEKDBCc9dGFENZS
: M4QNogSBThaS05J70sdVXIbezI175e81i4bLMHYO0koHS1
: VkP1lx/o+Qc/XHovT9w7y9AzbfIylgNGJIVjCOuojtgll

Unseal Key
Unseal Key
Unseal Key

g b w N

Unseal Key

Initial Root Token: hvs.gnwhx44OUBwLWxlwiPfclse8

Vault initialized with 5 key shares and a key threshold of 3. Please
securely

distribute the key shares printed above. When the Vault is re-sealed,
restarted, or stopped, you must supply at least 3 of these keys to unseal it
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before it can start servicing requests.

Vault does not store the generated root key. Without at least 3 keys to
reconstruct the root key, Vault will remain permanently sealed!

It is possible to generate new unseal keys, provided you have a quorum of
existing unseal keys shares. See "vault operator rekey" for more
information.

vault@vault-server-0:/$ vault operator unseal

Unseal Key (will be hidden) :

Key Value
Seal Type shamir
Initialized true
Sealed true
Total Shares 5
Threshold 3
Unseal Progress 1/3

Unseal Nonce

5£6ef075-ff8e-dacc-4bbf-££51901ed729

Version 1.16.2

Build Date 2024-04-22T16:25:547
Storage Type raft

HA Enabled true

vault@vault-server-0:/$ vault operator unseal
Unseal Key (will be hidden) :

Key Value
Seal Type shamir
Initialized true
Sealed true
Total Shares 5
Threshold 3
Unseal Progress 1/3

Unseal Nonce

5£6ef075-ff8e-dacc-4bbf-££51901ed729

Version 1.16.2

Build Date 2024-04-22T16:25:547
Storage Type raft

HA Enabled true

vault@vault-server-0:/$ vault operator unseal
Unseal Key (will be hidden) :

Key Value
Seal Type shamir
Initialized true
Sealed true
Total Shares 5
Threshold 3
Unseal Progress 2/3

Unseal Nonce

5£6ef075-ff8e-dacc-4bbf-££51901ed729

Version 1.16.2

Build Date 2024-04-22T16:25:547
Storage Type raft

HA Enabled true
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JInbo moxKHo pacneyaTaTtb Vault yepes Ul nHtepdeliic, ona sToro BbINOAHUTb
cneayrouyro KOmaHay:
kubectl -n vault port-forward vault-server-0 8200:8200

Mocne vero Ul nHtepdeiic byaet aoctyneH no aapecy http://localhost:8200/.

2.3.4 PacwudpoBKa naponeu

AOne ncnonbdyet SOPS gna xpaHeHUA U WMPPOBAHUA YYBCTBUTE/IbHbIX AAHHbIX.

Cnepyet pacwndpoBaTb Naponu B AUpPeKTopuu ../bases/secrets KNoHOM ¢
MOMOLLbIO KOMaHAbI:

sops -d -i secrets.yaml
2.4 LWar 4. YctaHOBKA U KOHPUrypupoBaHue MHPPaACTPYKTYPHbIX KOMMOHEHTOB

2.4.1 lNMoparoToBKa OKPYXeHUA

[na NnoAroToBKM OKPYXKEHUA HEODHXOAMMO NepenTh B ANPEKTOPULD services.

B peno3sutopun xpaHMTCAa NoaroToBaeHHbIn daiin services/variables.tf, KoTopbliit
pa3BopaumBaeT B k8s Knactepe MHPPACTPYKTYpY, A0CTYnHYIO no internal DNS ¢

AOMeHHOM 30HoM *.adc.dns.

Cnepyet yCTaHOBUTb BCE NepPeMeHHble AN1A KnacTtepa 1 xocTa freeipa B

3aBMCUMOCTM OT TpeboBaHuit B services/variables.tf:

terraform init
terraform apply -target=module.get info

Mocne 3Toro cKonNMpoBaTb coaepxumoe daina infrastructure/etc_hosts B

cuctemHbint daiin /etc/hosts.

Copepskumoe daina /etc/hosts nocne peaakTMpoBaHuA:

##

# Host Database

#

# localhost is used to configure the loopback interface
# when the system is booting. Do not change this entry.
##

127.0.0.1 localhost

255.255.255.255 broadcasthost

HE localhost
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10.110.0.36 freeipa.freeipa.test
10.110.0.138 wvault.adc.dns
10.110.0.138 keycloak.adc.dns

2.4.2 KoHdurypupoBaHue Vault

Ana koHpurypuposaHua Vault HeobxogmMmo nepenmeHoBaTb
services/terraform.tfvars.simple B services/terraform.tfvars v 3anonHuTbL none token
3HauyeHmnem vault token6, nonyyeHHbIM Ha ware nn.2.3.3 . Y BbINOAHUTb KOMaHAY:

terraform apply -target=module.vault

B pe3ynbTraTte cepsuc Vault, goctynHbii no agpecy http://vault.adc.dns,

CKOHbUrypupyeTca n B Hero byayt AobaBaeHbl Naponu, paclumndpoBaHHbIe Ha LWare

nn. 2.3.4 . B Ul otobpakatoTcs co3gaHHble Vault realms u vault kv.
2.4.3 YcrtaHoBKa certificate-manager

Ona xpaHeHMAa camonoAnmcaHHbIX cepTUdUKATOB NPOEKT Ucnonb3yeT certificate-
manager, KOTopblii HE0H6X0AMMO YCTaHaBANBATb OTAENbHO. [JNA ero yCTaHOBKMU

BbIMOJIHANTb KOMaHAY:
terraform apply -target=module.helm prerequisites
ﬂ,l‘lﬂ NnpPoBepPKN YCTaHOBKU BbIMOJIHNTb KOMaHAY:
kubectl -n cert-manager get pods

Pe3ynbTaT BbINO/IHEHUA KOMaHAbI:

NAME READY STATUS RESTARTS AGE
cert-manager-75bf5d6774-367n7 1/1 Running 0 79m
cert-manager-cainjector-6b9f7767b7-fghvc 1/1 Running 0 79m
cert-manager-webhook-599d446d97-hjphm 1/1 Running 0 79m

2.4.4 YctraHOBKA MHPPACTPYKTYPHbIX KOMNOHEHTOB

MpoeKT AOne ncnonb3yeT pa3/inyHble MHGPACTPYKTYPHbIE KOMMNOHEHTbI, TAKNe

Kak postgres, keycloak, opensearch, vector, envoy, jaeger, temporal u gpyrue.
[AnA ycTaHOBKU MHPPACTPYKTYPHbIX KOMNOHEHTOB BbINMONHUTb KOMaHAY:
terraform apply -target=module.helm

[na NpoBepKM YCTaHOBKU BbIMONHUTb KOMaHAY:

kubectl get pod --all-namespaces
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Pe3ynbTaT BbINOAHEHUA KOMAHAbI:

NAMESPACE NAME

READY STATUS RESTARTS AGE

ad-cloud postgresqgl-0

1/1 Running 1 207d

api-gateway-dry-run api-gateway-dry-run-deployment-7b84c6bbic-
97x9d 1/1 Running 0 3h30m
api-gateway-dry-run api-gateway-dry-run-deployment-7b84c6bbic-
ghmwk 1/1 Running 0 3h30m

api-gateway api-gateway-deployment-6b69bfdc7d-qw546

1/1 Running 0 3h30m

api-gateway api-gateway-deployment-6b69bfdc7d-ww22v

1/1 Running 0 3h30m

argocd argocd-application-controller-0

1/1 Running 1 154d

argocd argocd-applicationset-controller-6d65d44859-
zggmr 1/1 Running 2 (13d ago) 154d

argocd argocd-notifications-controller-6£89956£f8f-
dtwfw 1/1 Running 1 154d

argocd argocd-redis-7648c74fb7-g9gjd

1/1 Running 1 160d

argocd argocd-repo-server-7££c8d4d98-g89qr

1/1 Running 1 74d

argocd argocd-server-66b89cf8d5-nrd49f

1/1 Running 2 (13d ago) 154d

atlantis atlantis-0

1/1 Running 15 (13d ago) 155d

audit service-77cd56b5f5-xbnbf

1/1 Running 16 (13d ago) 33d

cerbos cerbos-6bbfb6£89%b-cc58z

1/1 Running 0 13d

cert-manager cert-manager-97fbb6ffd-r2qg4l

1/1 Running 8 183d

cert-manager cert-manager-cainjector-6b9f7767b7-mwblk

1/1 Running 28 183d

cert-manager cert-manager-webhook-599d446d97-m8pft

1/1 Running 1 183d

cloud-resource-manager cloud-resource-manager-deployment-6£fcf5b94b9-
4ftx1l 1/1 Running 0 12d
cloud-resource-manager cloud-resource-manager-deployment-6£fcf5b94b9-
gfp59 1/1 Running 0 12d

default node-debugger-dev-adcloud-dev-adcloud-group-
0-wilng 0/1 Completed 0 194d

default node-debugger-dev-adcloud-dev-adcloud-group-
0-wkbsj 0/1 Completed 0 194d

email email-deployment-85db5d58bf-ssvt]

1/1 Running 12 (13d ago) 28d

envoy envoy-api-gateway-f5£f9db7d7-8bwids

1/1 Running 0 13d

external-secrets external-secrets-847fbd65d7-pgmhm

1/1 Running 2 47d

external-secrets

external-secrets-cert-controller-6c9d6c9798-
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zkts2 1/1 Running 2 154d
external-secrets external-secrets-webhook-9fbd594d6-5tbnx
1/1 Running 2 74d

iam iam-deployment-576dc6c9d8-gjjmv
1/1 Running 0 43h

ingress-nginx ingress-nginx-controller-7ddd5cd8b9-2f76qg
1/1 Running 0 13d

jaeger jaeger-agent-4jwkp

1/1 Running 1 35d

jaeger jaeger-agent-5kzcg

1/1 Running 1 35d

jaeger jaeger-agent-6w2sr

1/1 Running 1 49d

jaeger jaeger-agent-8hj7s

1/1 Running 1 44d

jaeger jaeger-agent-fhvnf

1/1 Running 1 68d

jaeger jaeger-agent-qgqp6s

1/1 Running 1 68d

jaeger jaeger-agent-tz2j8

1/1 Running 2 68d

jaeger jaeger-agent-vmdijh

1/1 Running 1 43d

jaeger jaeger-collector-74468d594f-59pcs
1/1 Running 8 (13d ago) 47d

jaeger jaeger-ingester-688fb8cdff-kzo6wf
1/1 Running 20 (13d ago) 31d

jaeger jaeger-kafka-controller-0

1/1 Running 1 68d

jaeger jaeger-kafka-controller-1

1/1 Running 5 (13d ago) 47d

jaeger jaeger-kafka-controller-2

1/1 Running 1 68d

jaeger jaeger-query-989686799-x5fpk
2/2 Running 19 (13d ago) 68d

keycloak-test keycloak-test-0

1/1 Running 15 (13d ago) le61d

keycloak-test keycloak-test-postgresqgl-0

1/1 Running 1 lo6d

keycloak keycloak-0

1/1 Running 12 (13d ago) 25d

keycloak keycloak-postgresgl-0

1/1 Running 1 207d

kube-system calico-kube-controllers-5cb9545b67-hfdkd
1/1 Running 202 258d

kube-system calico-node-b2x28

1/1 Running 1 43d

kube-system calico-node-c6csz

1/1 Running 1 44d

kube-system calico-node-crics

1/1 Running 1 154d

kube-system calico-node-df8gp

1/1 Running 2 215d



(e
= ARENADATA

KopropaTreHasa nnathopma XxpaHeHna
1 06pPaboTKM BObLUMX AaHHbIX

kube-system

calico-node-kc9t7

1/1 Running 1 49d

kube-system calico-node-lrfcr

1/1 Running 1 35d

kube-system calico-node-rkrs8

1/1 Running 1 226d

kube-system calico-node-sghkl

1/1 Running 1 35d

kube-system calico-node-xh9v1l

1/1 Running 249 252d

kube-system calico-typha-55994d7c47-cpt5j

1/1 Running 13 258d

kube-system cluster-autoscaler-769074544-5spkt

1/1 Running 1288 258d

kube-system coredns-c9hbl

1/1 Running 31 258d

kube-system csi-cinder-controllerplugin-0

6/6 Running 22 258d

kube-system csi-cinder-nodeplugin-88qgf4

3/3 Running 3 154d

kube-system csi-cinder-nodeplugin-crgrx

3/3 Running 3 49d

kube-system csi-cinder-nodeplugin-jrzh5

3/3 Running 6 215d

kube-system csi-cinder-nodeplugin-1385f

3/3 Running 3 43d

kube-system csi-cinder-nodeplugin-g9gm9

3/3 Running 3 35d

kube-system csi-cinder-nodeplugin-rwv68

3/3 Running 3 35d

kube-system csi-cinder-nodeplugin-sbr45

3/3 Running 9 258d

kube-system csi-cinder-nodeplugin-t66tc

3/3 Running 3 444

kube-system csi-cinder-nodeplugin-zjwébn

3/3 Running 4 226d

kube-system etcd-dev-adcloud-master-0

1/1 Running 3 258d

kube-system etcd-events-dev-adcloud-master-0

1/1 Running 3 258d

kube-system haproxy-dev-adcloud-dev-adcloud-group-0
1/1 Running 1 226d

kube-system haproxy-dev-adcloud-dev-adcloud-group-1
1/1 Running 2 215d

kube-system haproxy-dev-adcloud-dev-adcloud-group-2
1/1 Running 1 154d

kube-system haproxy-dev-adcloud-dev-adcloud-group-3
1/1 Running 1 49d

kube-system haproxy-dev-adcloud-dev-adcloud-group-4
1/1 Running 1 44d

kube-system haproxy-dev-adcloud-dev-adcloud-group-5
1/1 Running 1 35d

kube-system

haproxy-dev-adcloud-dev-adcloud-group-6
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1/1 Running 1 35d

kube-system haproxy-dev-adcloud-dev-adcloud-group-7
1/1 Running 1 43d

kube-system kube-apiserver-dev-adcloud-master-0
1/1 Running 3 258d

kube-system kube-controller-manager—-dev—-adcloud-master-0
1/1 Running 1306 258d

kube-system kube-proxy-44tfqg

1/1 Running 3 258d

kube-system kube-proxy-7dmt9

1/1 Running 2 226d

kube-system kube-proxy-9hcpd

1/1 Running 1 35d

kube-system kube-proxy-bgfjx

1/1 Running 1 154d

kube-system kube-proxy-d7b2x

1/1 Running 1 49d

kube-system kube-proxy-frmwqg

1/1 Running 1 43d

kube-system kube-proxy-1r5jt

1/1 Running 1 44d

kube-system kube-proxy-pgg9b

1/1 Running 1 35d

kube-system kube-proxy-zbf21

1/1 Running 2 215d

kube-system kube-scheduler-dev-adcloud-master-0
1/1 Running 1252 258d

kube-system kubelet-csr-approver-6898c5b8c-bwltv
1/1 Running 1391 258d

kube-system metrics-server-6£87£f4£f68c-t9nsc

1/1 Running 215 258d

kube-system node-shell-0c63207£-148d-4b13-b7ba-
866c41122528 0/1 Completed 0 110d
kube-system node-shell-0£2e27d5-78dc-4927-9043~-
05cfbfdcl117 0/1 Completed 0 225d
kube-system node-shell-0££9728a-0cdb-4533-873c-
c26b08022dbf 0/1 Completed 0 71d
kube-system node-shell-191e9d73-b4ed4-4cc9-b5dc-
10d£fb5577ad9 0/1 Completed 0 57d
kube-system node-shell-30961893-64d7-4acb-alab-
9c02e58a83db 0/1 Completed 0 225d
kube-system node-shell-3511b75£-7044-4£f46-bb95-
d71daldd73cb 0/1 Completed 0 158d
kube-system node-shell-3fe9%968ef-d45d-4el5-al127-
1b7d72453415 0/1 Completed 0 189d
kube-system node-shell-537af5b3-6467-4976-8b20-
db085785cd28 0/1 Completed 0 190d
kube-system node-shell-5fb1d0c9-ddfd-422d-8£93-
32bdb6569e83 0/1 Completed 0 71d
kube-system node-shell-637d19f£9-7e32-41de-b9%ba-
b12424256b62 0/1 Completed 0 240d
kube-system node-shell-6£7b4886-a400-47e4-b7a6-
a3b45bc7c64d 0/1 Completed 0 71d
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kube-system node-shell-775d5c1£-5514-4087-9e74-
e5dalel0a4d39 0/1 Completed 0 158d
kube-system node-shell-85aa9c78-c083-46%a-bl1f8-
af5e2c0b9%a89 0/1 Completed 0 71d
kube-system node-shell-8a5£f7881-48ae-4a8b-9918-
15478763811d 0/1 Completed 0 71d
kube-system node-shell-941107£f£f-0£f11-4176-acb2-
€08a89289d19 0/1 Completed 0 188d
kube-system node-shell-aeal828a-dB8ae-417f-8254-
7658ad79dd13 0/1 Completed 0 110d
kube-system node-shell-b37759f2-88c2-4ad2-87b8-
75ad198fccOb 0/1 Completed 0 149d
kube-system node-shell-bbef76bd-2fe7-4ebd-8c60-
51190759f6af 0/1 Completed 0 88d
kube-system node-shell-dc05b32b-£8fe-40c8-925¢c-
f26ede8lee8l 0/1 Completed 0 71d
kube-system node-shell-e23228d9-5869-4577-b3a7-
d78356£123£8 0/1 Completed 0 189d
kube-system node-shell-ef3beb94-07c9-4093-9043-
047590ba7872 0/1 Completed 0 225d
kube-system node-shell-f74edfbd-93ed-417c-bf23-
02c65ba437ab 0/1 Completed 0 1454
kube-system openstack-cloud-controller-manager-ds2nz
1/1 Running 1279 258d

kube-system shell-operator-7bb4b48449-8dp6h

1/1 Running 3 258d

kubernetes-dashboard dashboard-metrics-scraper-7c8687b5d9-7d5x6
1/1 Running 3 258d

kubernetes-dashboard kubernetes-dashboard-df7c84£f45-dvklw
1/1 Running 117 (13d ago) 258d

lens-metrics kube-state-metrics-847cd89659-dljmn
1/1 Running 3 (13d ago) 74d

lens-metrics node-exporter-29gh8

1/1 Running 1 49d

lens-metrics node-exporter-4ngbb

1/1 Running 2 127d

lens-metrics node-exporter-7kfxk

1/1 Running 1 35d

lens-metrics node-exporter-ddskt

1/1 Running 1 35d

lens-metrics node-exporter-h4nbm

1/1 Running 1 127d

lens-metrics node-exporter-kcfxc

1/1 Running 1 444

lens-metrics node-exporter-mh4kp

1/1 Running 2 127d

lens-metrics node-exporter-pmrp6

1/1 Running 2 127d

lens-metrics node-exporter-g9gnw

1/1 Running 1 43d

lens-metrics prometheus-0

1/1 Running 1 47d

logging cluster-46xx2
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1/1 Running 16 (13d ago) 43d

logging cluster-fxlxz

1/1 Running 16 (13d ago) 44d

logging cluster-kgl2v

1/1 Running 15 (13d ago) 68d

logging cluster-1dltx

1/1 Running 16 (13d ago) 49d

logging cluster—-nwhmp

1/1 Running 16 (13d ago) 35d

logging cluster-pg4cj

1/1 Running 15 (13d ago) 68d

logging cluster-vérsr

1/1 Running 16 (13d ago) 68d

logging cluster-wvfh2

1/1 Running 15 (13d ago) 35d

monitoring alertmanager-0

1/1 Running 1 47d

monitoring grafana-95bf9d57b-g76b7

1/1 Running 2 (1l2d ago) 47d

monitoring prometheus-node-exporter-658sp

1/1 Running 1 43d

monitoring prometheus-node-exporter-bvwbk

1/1 Running 1 90d

monitoring prometheus-node-exporter-d9cvh

1/1 Running 1 44d

monitoring prometheus-node-exporter-gr7df

1/1 Running 1 90d

monitoring prometheus—-node-exporter-lwv/t

1/1 Running 1 90d

monitoring prometheus-node-exporter-m9g6g

1/1 Running 1 35d

monitoring prometheus—-node-exporter-p2t4f

1/1 Running 2 90d

monitoring prometheus—-node-exporter-v5m49

1/1 Running 1 35d

monitoring prometheus—-node-exporter-xh7mp

1/1 Running 1 49d

monitoring vmagent-victoria-metrics-agent-b79%fb4df-
5tpgt 0/1 Completed 0 35d
monitoring vmagent-victoria-metrics-agent-b79%pfb4df-
d2tbc 0/1 Completed 0 74d
monitoring vmagent-victoria-metrics-agent-b79pfb4df-
n8fxh 0/1 Completed 0 32d
monitoring vmagent-victoria-metrics-agent-b79bfb4df-
t2qvw 1/1 Running 1 29d
monitoring vmagent-victoria-metrics-agent-b79%fb4df-
tg689 0/1 Completed 0 48d
monitoring vmagent-victoria-metrics-agent-b79%pfb4df-
w2vbg 0/1 Completed 0 444
monitoring vmalert-victoria-metrics-alert-server-—
86dc8ff464-jchb9 1/1 Running 1 47d
monitoring vmauth-victoria-metrics-auth-5b69fd56ff-vn5rh

1/1 Running 1 47d
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monitoring vmcluster-victoria-metrics-cluster-vminsert-
86484d4464-5wl9%p 1/1 Running 1 28d

monitoring vmcluster-victoria-metrics-cluster-vminsert-
86484d4464-pvx94 1/1 Running 1 28d

monitoring vmcluster-victoria-metrics-cluster-vmselect—
5f£f947566d-2g7h9 1/1 Running 1 28d

monitoring vmcluster-victoria-metrics-cluster-vmselect-
5f££947566d-7twzf 1/1 Running 1 28d

monitoring vmcluster-victoria-metrics-cluster-vmstorage-
0 1/1 Running 1 28d

nexus nexus-nexus-repository-manager-b8c97cb45-
lgrb7 1/1 Running 1 29d
opa-gatekeeper gatekeeper-audit-77dcd4cbfdf-j9xfl

1/1 Running 200 258d

opa-gatekeeper gatekeeper-controller-manager-746bbf6679-
65rz8 1/1 Running 199 258d

openfga openfga-7d4b7d4bdb-4jvl1]

1/1 Running 31 (13d ago) 46d

openfga openfga-7d4b7d4bdb-m792d

1/1 Running 26 (13d ago) 31d

openfga openfga-7d4b7d4bdb-tldfm

1/1 Running 35 (13d ago) 68d

opensearch dashboard-7786999c98-41gvm

1/1 Running 1 47d

opensearch master-0

1/1 Running 1 47d

opensearch master-1

1/1 Running 1 68d

opensearch master-2

1/1 Running 1 29d

postgresql ad-pgpool-7cc9cf97£8-s24x%]

1/1 Running 1 27d

postgresqgl ad-postgresqgl-0

1/1 Running 1 27d

product-resource-manager product-resource-manager-deployment-—
59dd97d4£5-6tcr4 1/1 Running 0 13m
resource-manager-api-dry-run resource-manager-api-dry-run-deployment-—
554b585c44-4v55z 1/1 Running 0 3h31m
resource-manager-api resource-manager-api-deployment-66c5949f84-
9chzw 1/1 Running 0 3h30m
resource-manager resource-manager-deployment-cc67d754c-rdv5]
1/1 Running 0 3h30m

temporal temporal-admintools-778fdfffc-8ghqgg

1/1 Running 2 74d

temporal temporal-frontend-5d9745d875-jbgbw

1/1 Running 7 (13d ago) 27d

temporal temporal-grafana-777dcdd975-7hm7g

1/1 Running 1 27d

temporal temporal-history-978b8d84c—nbxgw

1/1 Running 7 (13d ago) 27d

temporal temporal-matching-55fbd68c65-bsv8w

1/1 Running 7 (13d ago) 27d

temporal temporal-prometheus-node-exporter-2dm81l



EARENADATA

KopropaTreHasa nnathopma XxpaHeHna
1 06pPaboTKM BObLUMX AaHHbIX

1/1 Running 1 154d

temporal temporal-prometheus-node-exporter-5x647
1/1 Running 1 43d

temporal temporal-prometheus-node-exporter-6d74n
1/1 Running 2 21led

temporal temporal-prometheus-node-exporter-6nxct
1/1 Running 1 444

temporal temporal-prometheus-node-exporter-bs8x2
1/1 Running 1 35d

temporal temporal-prometheus-node-exporter-£f£1v9
1/1 Running 2 215d

temporal temporal-prometheus-node-exporter-jhgné
1/1 Running 1 35d

temporal temporal-prometheus-node-exporter-kgtvg
1/1 Running 1 49d

temporal temporal-prometheus-server-7669b476d6-bx92h
2/2 Running 2 74d

temporal temporal-web-7£8b77f6bf-m6pbn

1/1 Running 1 33d

temporal temporal-worker-799d7b67£6-2wm65

1/1 Running 7 (13d ago) 27d

uli-core-app-auth ui-core-app-auth-deployment-7£567db5c-14mdw
1/1 Running 0 3h31m

uli-core-app-auth ul-core-app-auth-deployment-7£567db5c-1fkfr
1/1 Running 0 3h30m

vault vault-injector-85649787cb-6rj77

1/1 Running 2 74d

vault vault-secrets-webhook-57ddcd558-mgl88
1/1 Running 1 28d

vault vault-server-0

1/1 Running 1 165d

2.4.5 YcTaHOBKa A0NONHUTENbHbIX MHPPACTPYKTYPHbIX KOMNOHEHTOB

MpoekT AOne ncnonb3yeTt A0N0/IHUTENIbHbIE MHPPACTPYKTYPHbIE KOMMOHEHTbI C

ULUKANYEeCKMMU 3aBUCUMOCTAMMU, KOTOpPbIE HEO6XOAMMO YCTaHaB/IMBaTb OTAE/1IbHO.

[AnA ycTaHOBKU MHPPACTPYKTYPHbIX KOMNOHEHTOB BbINMONHUTb KOMaHAY:

terraform apply -target=module.helm postinstall

2.5 LWar 5. YcTaHOBKa NpunoXeHumn

MpoektT AOne ncnonb3yeT pas/inyHble NPUIOXKEHUA, TAKME KaK api_gateway,
resource_manager, cloud_resource_manager, iam gpyrue. lna yCTaHOBKMU
NPUAOKEHMWN BbINOJIHUTb KOMaHAY:

terraform apply -target=module.products



