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Ectb Mpo6nema N2

1. CNOXXHO yNpaB/aTb MONMb30BaTENAMMU:
* YnpaBneHune ToNbKo Yepe3 pann users.xml
«  1Nnga 3TOro Hy>xeH agMUHUNCTPAaTopP
© DTO MOXeT ObITb OO0

2. HeT BO3MOXHOCTM OaTb O4J19 Mofb30oBaTeNnd OOCTYM Ha
yTeHMe K ogHoM 6a3e M NMOoMHbIM AOCTYMN K OPYron.

3. HeT BO3MOYXHOCTM AaTb OOCTYMN A0 KOHKPETHOM
Tabnmuybl.
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Good News Everyone N21!

1. TloagBumnca RBAC

2. MosBunacs MHTerpaumna c LDAP Gno n N Ews
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XpaHeHUue nosib3oBaTenen

B ClickHouse Tenepb nosnb3oBaTenem MOXXHO XpPaHWUTb He TONbKO B users.xml.
BapuaHTbI:
local directory (toT cambit RBAC)

users.xml|
ldap (c Bepcunm 20.11)
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XpaHeHUue nosib3oBaTenen

FROM

Query id: 7b777ef0-0849-4f80-a6eb-ad27f782bb38

—name storage auth_type
fry local directory ldap_server
bender local directory plaintext password
default users.xml plaintext password
bender users.xml plaintext password
professor ldap ldap_server

auth_params
{"server":"my ldap server"}
{}
{}
{}

{"server":"my ldap _server"}

rows in set. Elapsed: 0.001 sec.
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root@akonyaev-laptop:/var/lib/clickhouse/access#

-TW-F----- 1 clickhouse clickhouse 102 Hos .01
-TW-l----- 1 clickhouse clickhouse 65 Hos 20:
-TW-F----- 1 clickhouse clickhouse 1 HoA 20:
-TW-F----- 1 clickhouse clickhouse 1 Hos 20:

-rW-r----- 1 clickhouse clickhouse 1 Ho# 20
-TW-F----- 1 clickhouse clickhouse 1 HoA 20
-fW-F----- 1 clickhouse clickhouse 84 Hos 20

root@akonyaev-laptop:/var/lib/clickhouse/access#
ATTACH USER bender IDENTIFIED WITH plaintext_password BY 'ben';
ATTACH GRANT SELECT ON *.* TO bender;
root@akonyaev-laptop:/var/lib/clickhouse/access# |

ls -la ./*

49 ./634072a7-c09c-dcd7-1be6-a59dd8fbfOb5.sql
51 ./6f4a8831-c316-94bd-2d49-73b55f87af94.sql
50 ./quotas.list

50 ./roles.list

:50 ./row_policies.list
:50 ./settings_profiles.list
:52 ./users.list

cat 634072a7-c09c-dcd7-1be6-a59dd8fbfOb5.sql




Local Directory

<users>
<default>
<password_sha256_hex>65e84be33537c5</password_sha256_hex>
<networks incl="networks" replace="replace">
<ip>:1</ip>
<ip>127.0.0.1</ip>
</networks>
<profile>default</profile>
<quota>default</quota>
<access_management>I</access_management>
</default>
</users>
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LDAP - TONbKO ayTeEHTUDUKALLUA

<ldap_servers>

<my_ldap_server>
<host>172.17.0.1</host>
<port>389</port>
<auth_dn_prefix>cn=</auth_dn_prefix>
<auth_dn_suffix>,ou=people,dc=planetexpress,dc=com</auth_dn_suffix>
<enable_tls>no</enable_tls>

</my_ldap_server>

</Idap_servers>

2710 6yneTt npocTtom SimpleBind
Jlydwe ncnonb3symte TLS)))
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TOJIbKO ayTeHTUPUKALUA

LDAP

Co30aéeM noJsib3oBaTeng:

CREATE USER fry IDENTIFIED WITH |ldap_server BY 'my_ldap_server’;
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LDAP - storage

Mo)XHO 3a6upaTb nonb3oBaTtensa us ldap (poctynHo ¢ Bepcuu 20.11):

<user_directories replace="replace">
<|dap>
<server>my_ldap_server</server>
<roles><my_role /></roles>
</Idap>
</user_directories>

g Bcex nonb3oBaTenem 13 base_dn yKasaHHbIX B my_ldap_server byoeT
MPUMEHATLCSH POSIM YKa3aHHbIE B KOHbUre.
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LDAP - storage

B Tabnuue system.users nosnb3oBaTeNb BUOEH MOC/Ie TOro Kak Bbl BMepBbI pa3
3a/10rMHeTECH:

N auth_params
professor Lldap_server "server":"my_ ldap_server"}

leela ldap server "server":"my ldap server"”
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Uero HeT, HO OYeHb XXOEM.

* [pynnbl (POS1N) KOTOPbIE MOXXHO
MMMOPTUPOBaTbL U3 Idap.

 @unbTpbl gnga ldap-cepBepoB (cekums
<|ldap_servers>)
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Ectb Mpob6nema N22

HeT BO3MOXXHOCTU MHTErpaumm c cepBmMcaMm
Tpebytowen kerberos-ayteHTUPUKaL UM

] \
/|
P ————

| CHOOSE TO NOT
UNDERSTAND THESE SIGNS.

L ENDER [
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Good News Everyone N22!

1. Bubnunoteka krb5 Tenepb B contrib.
2. ABTopm3saumna B Kafka npm nomowin kerberos.

3. ABTOopm3sauma B HDFS npu nomolum kerberos.
(co3pgaH PR)

4. Tenepb MOXXHO 0b6CyAUTb aBTOPUM3aALIMIO B
ClickHouse uepe3s kerberos.
(Ho BOMpPOCOB Noka MHOIO)
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ABTopusaumnda B Kafka npu nomouum kerberos.

KoHdurypauyma:

<yandex>
<kafka>
<security protocol>SASL_PLAINTEXT</security protocol>
<sasl_mechanism>GSSAPI</sasl_mechanism>
<sasl_kerberos_service _name>kafka</sasl kerberos service _name>

<sasl_kerberos_keytab>/tmp/keytab/clickhouse.keytab</sasl|_kerberos keytab>
<sasl_kerberos_principal>clickhouse @ TEST.CLICKHOUSE.TECH</sasl_kerberos_principal>
</kafka>
</yandex>

N9 KaXOoro TornmMka MOXXHO 3a4aTb CBOKO KOHPUIYypPaLIMIO.

INononHmnTenbHO: https://github.com/edenhill/librdkafka/blob/master/ CONFIGURATION.md
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https://github.com/edenhill/librdkafka/blob/master/CONFIGURATION.md

ABTopusaumnda B Kafka npu nomouum kerberos.

KoHdurypauyma:
TakKe HeobxoOMMO MOCTaBUTb MakeT krb5-user

N ckoHdUrypumpoaThb /etc/krb5.conf Ha Bcex xocTax clickhouse
[MTpunMep:

[libdefaults]
default_realm = TEST.CLICKHOUSE.TECH

[realms]
TEST.CLICKHOUSE.TECH = {
kdc = kafkakerberos
admin server = kafkakerberos
}
[domain realm]
.test.clickhouse.tech = TEST.CLICKHOUSE.TECH
test.clickhouse.tech = TEST.CLICKHOUSE.TECH
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ABTopusauma B HDFS npu noMmowim kerberos.

Ewe He BMep)KeHo.

Y datanode B hdfs ecTb oBa BapuaHTa HAaCTPOMKKM 6e30MacHOCTU:

* [MpuBunernpoBaHHbi NopT PABOTAET

* via SASL HE PABOTAET

[MpobnemMa B TOM, 4To BaHUAbHbIM libhdfs3, ncnonb3ayembin ClickHouse, He MoXkeT
mcnonb3oBaTb SASL ana pabotbl ¢ datanode.
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’MépuaHaa KoprnopaTtuBHasa nNiatdopmMa

Bawuun
CO6CTBEHHbIE
cepBucsol/
MPUNOXKEeHUS
Cnown g g
KOMMOHEHT AaHHbIX AD°B L AD.G </>'_'

1 ;: Greenplum ClickHouse TARANTOOL —

o —
- / N\ (\
OnepauMOHHbu:l
cnoun

Upgrade Deployment Management Monitoring
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CLUSTER MANAGER

i
. =)
MHPpacTpyKTYpPHbIN =xm|
cnoun
Co6CcTBEeHHbIe YacTHoe My6nu4Hble
cepBepa o6nako o6naka
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Vanilla vs Arenadata EDP

€apB
€rpH

Cold / Unstructured

Fast flat marts

SINoYe

In-memory SQL

SINXS

ESB / MB/ MQ

gAD.CM
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ClickHouse

TARANTOOL

B katka Nifid

QANSIBLE

Ka)xabiv no6aBnsseMbii KOMMOHEHT
nnatdopmMbl 4OpaboTaH, YTOObI CTaTb eé
YyacTblo.

NMpousBoauTcs:

AHanm3 Koga

NHTerpaumna c MmogynemM MOHUTOPUHIA
MpoBEePKM OTKaA30yCTOMUYMBOCTH

NpoBenoeHme NUMIOTHbIX MpPoeKToB N PoC
MNoanbop KOMMNETEHTHOro NepcoHana NoaaeP>XKKm

[JopaboTKa BO3MOXHOCTEN MapanienbHOM MHTerpaLumm

MHOYeCTBEHHble npo4vme rnpoBepKn m1 ,D,Opa6OTKl/I
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Kypcbl no Arenadata QuickMarts

3HaHMA U3 NepBbiX PYK
Hawwu npenogasatenm —
MPaKTUKYyOLLMe CreLnanmncThbl,
MMetLLMe 3a nneYyamm boraTyro
DKCMepTU3y 1 3HaYnTeIbHOE
KOTMYEeCTBO peasln30BaHHbIX
OU3HEeC-KencoB.
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TonbkKo 40% Teopum

Bce KypcCbl MOCTPOEHbI Ha pPeasnbHbIX
Kencax 1 NpakKTUYecKnx npmumepax, a
nabopaTopHble paboTbl MPOXOOAT Ha
cTeHaax, CUMyNUpPYLWKMX pabouyto
cpeny.

CepTtudukauuma

Mponaa obyueHme Ha Kypcax
Arenadata 1 ycnewHo coas
3K3aMeH, cnyllaTeNnb CTaHeT
obnagaTtenemM MMeHHOoro
cepTudmKaTa, MOATBEPXKOAOLLErO

noJiydeHHble 3HaHW4A.




OTKpPbITbIN
MCXoOHbIN Koa

e BHOCUM BKapg B npoeKTbl Apache
Software Foundation:

* Apache Ambari
* Apache Bigtop
* Apache PXF

« 201 B MMUpe KOHTpubbIoTOp Greenplum

™
Datalbase

« AKTUMBHbIN KOHTpMObIOTOP ClickHouse 1 Open Sou rce

Tarantool

« Bbinyckaem cob6cTBeHHOoe MO B
Community-pegakumax
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KoprniopaTuBHada nnatdopmMa XpaHeHUd
M 06pPaboTKM BONbLLMX AaHHbIX

OueHuTe noteHuman Big Data
n Open Source BMecTe ¢ Arenadata
Enterprise Data Platform

* Y3HanTe 6onblue Ha_arenadata.tech
+ CkayamnTe becnnaTHo Ha store.arenadata.io

« [Mony4unTe KoHcynbTaLluo no noyte info@aren
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